






Many of these developments while aiming to reduce crime and help consumers have not 
involved transparency for customers or victims. It would be desirable for the SPF to change 
this. The current proposal does not appear to do so. 

6 Recommendation 

Set in law that if a person is a victim of a scam/fraud then all banks involved have to hand 
over all relevant information as to what the bank knew about the fraud to the victim to help in 
their investigation. If that information shows the a bank did not do all it should have then the 
bank refunds that money to the victim plus interest plus 30% for distress. This information to 
include: 

• SMR and TTR and IFTI

• All Australian Financial Crimes Exchange (AFCX) 18 date on the fraud/scam.

• CCTV of account set up and withdrawals

• Copies of identity documentation used to set up accounts

• Money trail for 7 days after transfer

• Scam warnings

• Red flags

• Internal bank memos regarding the scam

• VISA and MasterCard warnings regarding the scam

• KYC (Know Your Customer) documents

Such informatoin creats legal oblications on banks without need for new legislation. For 
instance the oblicatoin not to turn a blind eye to fraud19 and the implied warrany created by 
the ASIC Act that 'services will be rendered with due care and skill.'20

The AFCX, the ASIC/ AUSTRAC warnings and giving this information to victims would 
seem to do the work of the Scam Prevention Framework without creating more legislation. The 
key here is being clear that scams are online fraud and that when banks are informed of fraud 
they have a duty to act. Once the victim knows the bank knew about the fraud the victim 
has a legitimate action against the bank, but it will not need to go that far as presenting the 
information to the bank would be enough in most cases. 

Australia also needs laws equivant to Wire Fraud in the USA that make it easier for police 
to prosecute the criminals involved in online fraud. 

7 Briefing 

Please contact David Sweeney sweeneys@protonmail.com. 

18 AFCX afcx.com.au 
19 See for example Bryan, Michael. "Cleaning up After Breaches of Fiduciary Duty - The Liability of Banks 

and Other Financial Institutions as Constructive Trustees," 1995, 30. See F.3. 
20 Australian Securities and Investments Commission Act, Cth § 12ED (2001). 

http:/ /www8.austlii.edu.au/ cgi-bin/viewdoc / au/legis / cth/ consol_act / asaica2001529 / s12ed.html. 
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