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24 October 2022 

 
Future Directions Unit 
Consumer Data and Digital Division 
Treasury 
Langton Cres 
Parkes ACT 2600 
By email: data@treasury.gov.au  

Consumer Data Right - Exposure draft legislation to enable action 
initiation 
The Australian Banking Association (ABA) welcomes the opportunity to comment on Treasury’s 
consultation on the Consumer Data Right (CDR) – Exposure draft legislation to enable action initiation. 
Recent, significant cyber security incidents and the compromise of millions of customer records have 
highlighted the cyber risk environment and made Australians more cautious about the safety and 
security their data. As a result, ABA member banks are significantly concerned about the potential risk 
implications for consumer and small business data and financial information.  
Ahead of the expansion of the CDR through action initiation, the ABA encourages the Government to 
carefully consider and address the scams, fraud and cyber risks, while the CDR is still in its early 
stages. Now is the time to ensure regulatory settings prioritise the protection of consumers.  
It is critical that the safety and security of the CDR ecosystem is retained and strengthened, and that a 
careful consideration of the phasing of the rollout of action types based on use value, risk and 
complexity is undertaken.  

To this end, the ABA makes some recommendations to protect customers, and ensure a strategic 
approach to the implementation of CDR action types: 

1. The legislation should not restrict banks from applying and uplifting scam, fraud and 
cybersecurity measures 

2. A strategic assessment should be conducted ahead of declaring any actions 

3. Payment initiation needs to align with broader payments work 
4. The Government should allow further time for the CDR to mature, bed down CDR sectoral 

implementations and ensure extensive consultation before declaring actions. 

Key recommendations 
1. The legislation should not restrict banks from applying and uplifting scam, fraud and 

cybersecurity measures 

As more Australians experience scams, frauds and cyber-attacks, banks are actively working with 
regulators, conducting awareness campaigns and building a range of sophisticated detection tools to 
pick up on unusual behaviours in close to real time to stop suspicious transactions. By the engagement 
of a third party standing in the shoes of the customer, action initiation potentially introduces a range of 
new risks for which banks may need to develop specific scam, fraud and cyber mitigation tools.  
While accreditation, the rules and standards can assist in reducing some risks, the draft legislation 
appears to open the door to actions carrying high risk (e.g., payments), while limiting the ability of banks 
as Action Service Providers (ASPs) to address them. This is in the context of the need to rapidly 
increase the maturity and scale of such preventative measures and the growing number and complexity 
of scams, frauds and cyber-attacks. 

HYE
Text Box
FOI 3504 Document 3A



 

Australian Banking Association, PO Box H218, Australia Square NSW 1215 | +61 2 8298 0417 | ausbanking.org.au 2 

Under s 56BZC, ASPs “must perform a validly requested action in relation to a CDR consumer if, 
having regard to criteria to be set out in the consumer data rules, they would ordinarily perform actions 
of that type in the course of their business in relation to that consumer.”  
The Explanatory Memorandum (EM) notes that “this is not intended to prevent an ASP applying extra 
security or other checks to CDR action requests on the basis that a third party is involved, provided it is 
consistent with existing practices. Businesses are also still allowed to refuse to perform an action, 
provided they do not discriminate against instructions that come through the CDR.”  
While helpful, we note that the CDR law should not force ASPs to comply with any instruction, just as 
they are not compelled to act on any customer instruction where they have concerns over the risks of 
that instruction. The phrase “existing practices” seems to limit the ability of banks to apply fraud 
protections to current and not newer or additional measures in the future. Also, the phrase “provided 
they do not discriminate against instructions that come through the CDR” does not recognise that CDR 
action initiation can have its own risks that need to be assessed and possibly addressed through 
specific measures. 
As an example, involving a third party in the place of the customer will mean the loss of some visibility 
of the customer through behavioural data such as the device used, the IP address of the customer and 
the time and date of the instruction. Such markers may be used to reduce fraud and cyber risks, 
potentially on a close to real time basis, and with a third-party instruction a source of behavioural data 
could be lost or not be available in a form that can be used by the bank. Given this, banks will need to 
assess the risk profile of those instructions and potentially develop new solutions specific to addressing 
the risks that may be posed by CDR actions. 

The ABA recommends clarifying s 56BZC to explicitly enable ASPs to refuse to act on a request if it 
does not meet the ASPs scam, fraud or cyber risk appetite. For example, ASPs should be able to set a 
transaction limit on CDR payment instructions and should be able not to perform actions above that 
limit, if they assess the risk of such payment channels warrant a higher degree of protection. 
Furthermore, banks should be able to refuse an instruction where they detect or determine an elevated 
risk to their customers and/or have not received confirmation from the customer of an instruction, and 
this should be made clear in the law.  
2. A strategic assessment should be conducted ahead of declaring any actions 

Before declaring any action type, the ABA recommends a full strategic assessment and a cost/benefit 
analysis be undertaken by Government to determine whether the cost of building for an action type is 
outweighed by the consumer benefit. Work should be undertaken to understand potential use cases, 
the scams, fraud and cyber risks, the utility to customers compared with alternative options, and the 
regulatory or technology barriers that need addressing ahead of implementing any action type.  

Even for the most viable or valuable use cases such as payments initiation, this assessment should be 
conducted to understand the merits and timing of implementation to ensure a cohesive policy approach.  
Other use cases such as opening and closing accounts should also be examined with the lens of utility 
value compared with current or alternative methods. For example, many action types may require other 
technology developments such as digital ID, and others may require changes to other legal frameworks 
such as AML/CTF laws. Where these intervening requirements add friction to the process and deliver a 
poor customer experience, it may not be worthwhile to pursue those actions. 

Finally, we note that the strategic assessment should take stock of developments overseas and 
consider the learnings from jurisdictions such as the United Kingdom and the European Union ahead of 
finalising the policy specifications.  
3. Payment initiation needs to align with broader payments work 

In addition to a strategic assessment of the broader CDR environment, further work is required for 
some action types such as payment initiation. For example, ahead of declaring payment initiation there 
should be an analysis of the interlinkages with the Payments System Review recommendations on 
strategy and licensing, and the timing of payment initiation should consider these developments.  
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Like many other parts of our economy, banks in Australia are undergoing  
a major customer-led digital transformation.

Australians have always been early adopters of technology. But COVID-19 health 
restrictions accelerated this existing digital trend, resulting in even larger numbers 
of Australian households and businesses moving online. 

Once online, many customers have found the accessibility and the  
24/7 availability of digital banking a very convenient way to bank. 

These digital shifts have also contributed to a dramatic reduction in the use of 
bank branches and a significant move to digital transactions. Customers are now 
undertaking 98.9 per cent of all bank transactions digitally and report the highest 
satisfaction using this channel (pages 12-16). 

Cards overtook cash a decade ago, with cash representing just 13 per cent of 
customer payments by number, down from 70 per cent in 2007 (page 25). 

Meanwhile, Australians are not just leaving their wallets at home, they are 
digitising them. The popularity of mobile wallet transactions has sky-rocketed 
from $746 million in 2018 to more than $93 billion in 2022, while the number  
of cards that were registered to mobile wallets rose from just over 2 million to  
15.3 million over the same period (page 30). 

Australians are now among the world’s top users of cashless payments, exceeding 
the United Kingdom, the United States, France and Germany (page 32).

Where banks have reshaped their networks to reflect changing customer use, 
98 per cent of branch closures have occurred within three kilometres of another 
branch of the same bank or one of 3,540 face-to-face Bank@Post locations 
across the country (page 20).1

Banks have continued to invest where their customers have been moving,  
with an eight-fold increase in technology investments since 2005, from $3.5 billion 
to $28.5 billion (page 22).

To help unpack this rapidly evolving shift, the Australian Banking Association has 
partnered with Accenture to deliver the Bank On It: Customer Trends 2023 report.

Australia’s digital landscape is changing to better serve customer needs – that 
you can bank on.  

Yours sincerely,

Anna Bligh

CEO, Australian Banking Association

Foreword by ABA CEO Anna Bligh

1. For banks that are Bank@Post partners
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Australian Banking Association Limited. ABN 60 117 262 978.

The ABA acknowledges that our office sits on the traditional land of the Gadigal people of the Eora nation and that our 
member banks and their services are located across many traditional lands of Aboriginal and Torres Strait Islander peoples. 
We pay our respect to all first nation peoples and thank them for their custodianship of our country over thousands of years.
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The world is in the midst of a digital revolution and Australians are leading the 
way, with a willingness to embrace technological change and advancement in 
all aspects of their life. Banking is no exception, with customers continuing to 
shift to convenient digital banking channels at unprecedented rates.

At the same time, customers are interacting with their banks more than ever 
before. Between 2019 and 2023 banking interactions grew 37 per cent (from 10 
million to 13.7 million) driven by increasing interactions online and through apps 
(pages 15-16). 

Digital payments also continue to grow. In the last year alone, customers 
of major banks made $126 billion in payments with their mobile wallets, a 
growth of 35 per cent from the previous year and overtaking total ATM cash 
withdrawals for the first time (page 32).

Whilst the booming digital economy presents many opportunities, it doesn’t 
come without risks. Banks continue to take proactive measures to protect 
customers from scammers through our world-leading Scam Safe Accord. 
Pleasingly, these efforts are making a difference, with this report showing 
monthly scam losses continue to trend down (pages 38 and 39).

We also continue to see remarkable resilience within our economy. Total 
commercial lending by banks grew 6.5 per cent between April 2023 and 2024. 
Loans to small and medium businesses account for half of Australia’s total 
business lending, while lending to the construction industry accounts for  
33 per cent of industry lending (pages 8 and 9).  

Despite higher interest rates and cost of living pressures, the majority of 
Australians report being able to meet their expenses. For those that are facing 
financial difficulty banks stand ready to help, with hardship support increasing 
throughout early 2024 (page 13).

Banks will continue to invest where their customers need them, whether that is 
lending to grow our economy, supporting customers in hardship or investing in 
technology to support the digital revolution while protecting customers. 

Partnering with Accenture, the Australian Banking Association’s ‘Bank On It’ 
Report provides a valuable window into our rapidly changing industry. These 
insights allow banks to move with customers in the directions they lead, 
ensuring a robust and innovative banking system for the future.

Anna Bligh

CEO, Australian Banking Association

Foreword by ABA CEO Anna Bligh
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Australian banks maintain strong capital 
ratios, allowing them to safely navigate 
changes in economic conditions
• The CET1 ratio measures how much Common Equity 

Tier 1 capital (CET1, mostly consisting of share capital 
and cash) banks are holding relative to their risk-
weighted assets.

• Since 2018, Australian banks have been maintaining 
a CET1 ratio that is well above the regulator’s APRA 
“unquestionably strong” benchmark of 10.5%.

Source: Australian Prudential Regulation Authority, Quarterly ADI Statistics (Tab 1c).
Note: The ‘unquestionably strong’ benchmarks are CET1 ratios of 10.5% for the four major Australian banks.

Common Equity Tier 1 (CET1) ratios by Australian banks have steadily increased,  
as a result of Basel III reforms and the financial system inquiry in 2014

Average bank CET1 ratio (%, all ADIs), 2014 – 2024
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2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

 | 5  | 5 



In a higher interest rate environment 
competition among banks continues  
to keep pressure on profitability

RBA Cash Rate (RHS ax s)Net nterest marg ns to assets (LHS ax s)

2.0%

NIM % RBA CASH RATE %
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1.2%

8.0%
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6.0%

5.0%

4.0%

3.0%

2.0%

1.0%

0.0%
2006 2008 2010 2012 2014 2016 2018 2020 2022 2024

Source: Australian Prudential Regulation Authority, Quarterly ADI Statistics (Tab 1g), RBA, Interest Rates and Yields (F1.1).

Since 2019 bank NIMs have hovered between 1.4% and 1.6%

Net Interest Margins (%, all ADIs) (LHS axis) vs. RBA cash rate (%) (RHS axis), 2006 – 2024

    

• The Net Interest Margin (NIM) is the primary indicator of 
banks’ profitability, and measures the difference between 
the interest income generated by lending and the 
interest paid on deposits and other capital.

• NIMs for Australian banks have continued to decline 
steadily over a long period of time, due to competition.
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639,569454,788498,438

The banks have made more loans to first 
home buyers in the last five years than  
the previous five

Source: ABS, Lending Indicators (Table 24).

First home buyers took out more than 640k loans worth $5bn in the last five years

New loan commitments for first home buyers (#,12 months to April), 2009 – 2024
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Despite higher repayments, most households 
are managing to keep up with mortgage 
payments
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Source: Australian Prudential Regulation Authority, Quarterly ADI Property Exposure Statistics (Table 1b). 

Despite higher interest rates, there is no sharp increase in mortgage arrears or defaults

Loans 30-89 days past due and 90+ days past due (% of total outstanding) December 2019 – December 2023 

• More than 98% of mortgage holders continue to pay their mortgage on time. 

• There is an increase in households that are late on payments; however, this hasn’t resulted in a sharp rise in 
households defaulting on their loans.
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Australians are interacting with banks  
more than ever before

6b

9bn

12bn

15bn

FY19 FY20 FY21 FY23FY22

B anch Phone and Chatbot

+37%

App and On ne 

Digital banking is making it easier for Australians to do their banking with a 37% growth  
in interactions since 2019

Annual interactions with bank (#, major banks), FY19 – FY23

     

Source: ABA Member Survey, Accenture analysis.
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Bank@Post provides an alternative  
for face-to-face transactions for  
regional banking customers of  
ABA member banks

Sources: APRA, ABS, Accenture Analysis.  
Note: Bank branch and ATM density based on ABA Members only.

Bank@Post has more locations per capita in regional and remote areas

Locations per 100,000 people by remoteness, 2023

     

Major Cities
72% of popu at on

Regional Areas
26% of popu at on

Remote Areas
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• Bank@Post is more common in regional and remote Australia where 28% of the population lives.

• Bank@Post is paid for by particpating financial institutions, providing over 3400 face-to-face 
banking access points
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Declining cash use is universal regardless  
of income, age or geographic location
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Some of the strongest decline has been in customer segments with historically  
high cash usage

High cash users by income quartile, age group & geographic location (%), 2007 – 2022

Income Age

Source: RBA, Cash Use and Attitudes in Australia, (June 2023). 
Note: High cash users are those who use cash for at least 80% of their in-person transactions.
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Source: RBA Banknotes on Issue by Denomination (F1.1).
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In 2024, the value of $50 notes in circulation was 13x greater than $20 notes, up from 7x in 2008

Value of banknote in circulation, by denomination ($ billion), 2008-2024

Hoarding, both domestically and internationally, is the most 
significant component of banknote demand.

Understanding the Post-pandemic Demand for Australia’s Banknotes 
RBA Bulletin, January 2024
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The digital revolution 
has increased 
opportunities 
for scams, but 
government & bank 
interventions have 
seen a reversal of the 
upwards trend
• Several interventions may have contributed to the 

reduction in amounts lost to scams over the past year.

• The National Anti-Scam Centre (NASC) was launched in 
July 2023, enabling sharing of scams intelligence across 
government, law enforcement and the private sector.

• NASC has worked with other federal agencies to deliver 
several initiatives, such as removing websites with 
malicious phishing and investment scam information.

• From mid-2023, most banks have also enforced 
measures to limit transactions to ‘high risk’ 
cryptocurrency exchanges. 

• Scam victims have also been automatically referred 
to the national identity theft and cyber support service 
(IDCARE) for support and advice.

• Additional interventions (e.g., from telcos and digital 
platforms) could help to make further progress. 
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17 July 2024 

 
The Hon Stephen Jones 
Assistant Treasurer 
Minister for Financial Services  
Parliament House 
Canberra ACT 2600 
 
Dear Assistant Treasurer, 

Urgent call for an immediate pause and strategic review of the Consumer Data Right  

We are writing to follow up our recent meeting with your office on 11 July 2024, where we discussed 
our significant concerns about the Consumer Data Right (CDR) and the Parliament’s imminent plans to 
legislate action initiation.  
Industry is committed to the success of the CDR regime. Over the past four years, industry has 
committed financial resources, time and effort to build a robust framework that was intended to benefit 
consumers and promote competition. However, despite these collective efforts, it is evident that the 
current regime is not yet achieving its intended objectives or delivering meaningful benefits to 
customers. 
Consequently, the Australian Banking Association (ABA) and the Customer Owned Banking 
Association (COBA) are urging the Government to enact an immediate pause and conduct a focused 
strategic review of the CDR regime.  
It is also our view that proceeding with action initiation at this time, without sufficient safeguards in 
place, would expose Australians to an unacceptable risk of scams and fraud. Therefore, we call on 
Government to withdraw the legislation until this review is completed. Improvements to the existing 
CDR framework should be prioritised before expanding the regime to action initiation.  

Accenture CDR Strategic Review 

As you are aware, Accenture was recently commissioned to undertake a review of the Consumer Data 
Right. The Department of Treasury was consulted throughout this process and were also provided with 
drafts of the review as the work progressed towards its release.  

This review ultimately found that Australian banks spent approximately $1.5 billion to enable data 
sharing, yet only 0.3% of bank customers had a data sharing arrangement in place at the end of 2023. 
This low uptake underscores the broader issues within the CDR framework, which include significant 
compliance burdens and propositions that don’t resonate with Australians. While the cost of CDR 
compliance is substantial for all banks, it is especially disproportionate and rapidly becoming 
unsustainable for mid-tier and customer-owned banks. 

The report revealed:  

• Indicative % CDR Spend to Operating Revenue is ~0.2% for Majors, and ~0.7% for Mid-Tiers 

• Indicative % CDR Spend to Operating Costs is ~0.4% for Majors, and ~1.1% for Mid-Tiers 

• CDR cost per accrued customer is $6.1K for Mid-Tiers – double that of Majors at $2.8K 
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Most concerningly, smaller banks have reported that the framework, which was intended to drive 
competition, has had the opposite effect. The high costs associated with CDR compliance are now 
crowding out strategic investment for these banks, making it harder for them to compete. 
Smaller banks must prioritise compliance with an ever-changing CDR regime ahead of initiatives that 
their customers need or want. For many customer-owned banks, the same third parties who support 
their CDR implementation through technology changes are those that also need to change systems for 
higher priority issues such as scams and financial abuse. For these banks, ineffective CDR 
implementation creates real trade-offs for their customers. 

As mentioned in the meeting, CDR costs in Australia are very high by global standards, even compared 
to other regulatory costs. Given Australia’s market size, these high costs diminish the country's appeal 
to international banks. 

The ABA and COBA acknowledge and welcome the Treasurer's announcement of a review into the 
challenges faced by small and medium-sized banks, led by the Council of Financial Regulators (CFR) 
in consultation with the ACCC. This review, focusing on the vital role these banks play in providing 
competition, is a necessary step to ensure that regulatory and market trends do not stifle innovation or 
stability. Addressing the burden of CDR must therefore be an urgent part of this consideration.  
Our view is the CFR review should be complemented by an immediate and targeted review of the CDR 
regime. Therefore, we urge government to announce a pause and conduct a focused review with clear 
terms of reference to identify necessary adjustments to the existing regime, including: 

• ensuring viable customer use cases;  

• ensuring appropriate compliance and cost burdens to designated sectors – especially to small 
and mid-tier banks;  

• ensuring CDR rules, standards and governance processes drive fair and equitable outcomes for 
all participants ‘without being more complex and costly than needed’1;  

• ensuring Australians are kept safe by a system that adequately ensures security and market 
integrity requirements, including cyber risk, fraud, scams and anti-money laundering and 
counter-terrorism finance; and  

• ensuring appropriate alignment with current regulatory reviews, including the privacy act review, 
anti-money laundering and counter-terrorism finance and legislative actions to protect 
Australians from scams.   

Action Initiation  

As outlined at the meeting with your office, Action Initiation was a worthwhile component of the original 
CDR Framework. However, it is our strong view that consumer risks relating to scams and fraud has 
heightened significantly since action initiation was first envisioned.  

Banks currently play a crucial role in keeping customer funds safe. Having control and oversight of 
customer accounts enables banks to have a monitoring role over accounts – something that is now 
enshrined at the heart of the ABA and COBA’s Scam Safe Accord ensuring transactions are legitimate 
and a focus on preventing transactions that may be scams.  

As currently proposed, action initiation would remove banks from this important oversight role. Instead, 
it would enable unlicensed, unregulated third-party entities to undertake transactions on a customer’s 
behalf, such as transferring funds, changing account details, applying for loans or opening accounts.  
We believe it is important to maintain the banks' critical involvement in these protective measures to 
uphold the integrity and security of the financial system. As such, it is our view that further consideration 
needs to be given to these risks before the bill proceeds. This is particularly the case given Australia 
has made commendable progress in reducing scam losses, largely due to the robust measures and 

 
1 2017 Review into Open Banking in Australia, Scott Farrell  
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innovations implemented by banks. These include the commitments that banks have undertaken to 
monitor customer transactions, to implement appropriate friction to protect against scams and to 
implement appropriate identity checks.  The action initiation bill could potentially reverse these gains 
without deeper consideration of its impacts. 
Australia’s consumer watchdog, the ACCC, has expressed concerns with action initiation. In their letter 
to the Department of Treasury in February of 2023, the ACCC noted the following,  

"While the evolving payments landscape provides many opportunities for businesses and 
consumers, there are also increased risks. These risks are not limited to instances of scams or 
fraud, but extend to the full range of harms to consumers in their use of the payments system 
from misleading, false, unfair, manipulative, and other unlawful conduct. Moreover, the ACCC 
considers that consideration should also be given to whether systems and processes are 
designed to ensure consumers are able to make fully informed decisions, particularly as 
payments evolve in a digital economy.  

Comprehensive consumer protections to address these risks must be a part of the regulatory 
design process and should be reflected in key priorities and supporting initiatives. For example, 
the ACCC considers that clear and robust safeguards must be put in place before the 
CDR is expanded to action initiation. " 

We note that no such safeguards have been put in place. 

The Office of the Australian Information Commissioner expressed similar concerns when responding to 
the exposure draft, noting that action initiation may:   

“For example, if action initiation facilitates payments or changes to a consumer’s financial 
information, this may increase motivation for unauthorised actors to attempt to use the 
CDR system to commit fraud in order to initiate such a payment or change.” 

In conclusion, the banking industry remains committed to constructive engagement with the 
government to enhance the CDR framework. However, we firmly believe that a strategic reset, including 
the withdrawal of the action initiation bill, is necessary to address our profound concerns and to ensure 
the system's integrity and safety for all Australians.  

 
Thank you for your attention to this matter. 

 
Yours sincerely, 

 

            
Anna Bligh         Mike Lawrence 
Chief Executive Officer              Chief Executive Officer 
Australian Banking Association    Customer Owned Banking Association                                                                        
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