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1 Executive Summary 
1.1 This supplementary privacy impact assessment (PIA) considers the impact the Department of 

the Treasury’s (Treasury) rollout of the Consumer Data Right (CDR) to the non-bank lending 

(NBL) sector (the Project) will have on individuals’ privacy. 

1.2 This supplementary PIA builds on the privacy analysis completed by the Treasury to date in 

respect of the CDR.1 This supplementary PIA only considers risks specific to the non-bank 

lending sector not analysed in previous PIAs undertaken by the Treasury. 

1.3 This supplementary PIA is specifically focused on privacy risks identified in response to 

consultation Treasury has undertaken in relation to the Consumer data right in non-bank 

lending CDR rules and data standards design paper dated December 20222 (NBL sector 

Design Paper) and our review of the draft Competition and Consumer (Consumer Data 

Right—Non-Bank Lenders) Amendment Rules (Draft NBL CDR Rules).3 

1.4 The Treasury intends to undertake a further consultation in relation to the Draft NBL CDR 

Rules, and this supplementary PIA will be revisited following that consultation process to 

consider any other privacy issues identified as a consequence of that consultation process.  

1.5 At this stage (and prior to the consultation referred to at paragraph 1.4 above), we consider 

the proposed amendment to the CDR to include the NBL sector provides appropriate 

safeguards in respect to the handling of personal information of individuals who are NBL 

sector consumers. 

1.6 However, the inclusion of the NBL sector into the CDR does give rise to some unique privacy 

risks and it is these risks which are considered in this supplementary PIA and form the basis 

for our recommendations in Part 3.   

1.7 Subject to the Treasury’s consideration of our observations and the recommendations 

contained in this supplementary PIA, we consider that the privacy risks associated with the 

Project can be effectively managed such that the inclusion of the NBL sector in the CDR does 

not present a high privacy risk for customers.   

  

 
1 For PIAs prepared for Treasury to date, see Consumer Data Right | Treasury.gov.au and see paragraph 2.6 in this 

supplementary PIA. 
2 See Consumer data right in non-bank lending - CDR rules and data standards design paper (treasury.gov.au). 
3 Draft as at 22 March 2023. 

https://treasury.gov.au/policy-topics/economy/consumer-data-right
https://treasury.gov.au/sites/default/files/2022-12/c2022-341682_0.pdf
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2 Background and rationale for the Project 
(a) Overview  

2.1 The purpose of this supplementary PIA is to analyse the possible impacts on the privacy of 

individuals resulting from the inclusion of the NBL sector into the CDR.   

2.2 This supplementary PIA builds on the privacy analysis completed by the Treasury to date in 

respect of the CDR,4 including the PIA recently undertaken to support the development of the 

Consumer data right: Non-bank lending sectoral assessment final report dated August 20225 

(NBL Sector Report) and the consultation process undertaken in respect to the NBL sector 

Design Paper.6  We discuss the themes raised during that consultation process in Part 4 of 

this supplementary PIA. 

2.3 This supplementary PIA is specifically focused on privacy risks identified in response to that 

consultation process and our review of the Draft NBL CDR Rules.  Privacy risks associated 

with the CDR generally and the designation of the banking, energy and telecommunications 

sectors7 are not revisited in this supplementary PIA where they have already been assessed 

and are not affected by the proposed inclusion of the NBL sector in the CDR. 

2.4 This supplementary PIA assesses the privacy risk of the Project with respect to the following 

legislative schemes:  

(a) Privacy Act 1988 (Cth) (Privacy Act), including the Australian Privacy Principles 

(APPs) 

(b) Part IVD of the Competition and Consumer Act 2010 (Cth) (Competition and 

Consumer Act) (the Privacy Safeguards), and  

(c) Competition and Consumer (Consumer Data Right) Rules 2020 (Cth) (CDR Rules). 

2.5 Materially, by Division 5 of Part IVD of the Competition and Consumer Act,  Privacy 

Safeguards 1, 10, 11, 13 and all of the APPs apply in respect to an entity’s (data holders) 

handling of CDR data.  While the APPs do not apply for accredited persons and accredited 

data recipients (ADRs), some of the Privacy Safeguards apply.8 In order to assess the privacy 

impact of the Project, we have considered the Privacy Safeguards and APPs (as they apply). 

(b) Previous PIAs 

2.6 Multiple PIAs have been completed for CDR and the progressive rollout of the CDR to new 

sectors. These PIA are: 

(a) March 2019 – Implementing the CDR to give consumers better access and control 

over their data (2019 CDR PIA) 

(b) November 2019 – Implementing the CDR to give consumers better access and 

control over their data (2019 Banking PIA) 

 
4 For PIAs prepared for Treasury to date, see Consumer Data Right | Treasury.gov.au and see paragraph 2.6 in this 

supplementary PIA. 
5 See Consumer Data Right – Sectoral Assessment for Non-Bank Lending – Final Report | Treasury.gov.au. 
6 See Consumer data right: Non-bank lending sectoral assessment - Final report (treasury.gov.au) Attachment A. 
7 A sector can be designated to be subject to the CDR under section 56AC of the Competition and Consumer Act. 
8 For ADRs, Privacy Safeguards 1, 2, and 5 to 13 (inclusive) apply.  For accredited persons, Privacy Safeguards 1 to 4 

(inclusive) apply (see Competition and Consumer Act section 56EC(4) and (5).  

https://treasury.gov.au/policy-topics/economy/consumer-data-right
https://treasury.gov.au/publication/p2022-300402
https://treasury.gov.au/sites/default/files/2022-08/p2022-300402-finalreport.pdf
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(c) June 2020 – Supplementary PIA focusing on expanding the CDR to the energy sector 

(2020 Energy PIA) 

(d) September 2021 – PIA update: ‘version 3’ CDR Rules amendments to expand 

participation pathways for businesses and give consumers better access and control 

over their data 

(e) November 2021 – PIA update: ‘version 4’ CDR Rules amendments as they relate to 

the energy sector 

(f) November 2021 – PIA update: examining the privacy impact of designating the 

telecommunications sector to the CDR,  

(g) August 2022 – PIA update: examining the privacy impact of designating the non-bank 

lending sector to the CDR (NBL Sector PIA) which is Attachment A to the NBL 

Sector Report, and  

(h) July 2023 – PIA update ‘version 5’ operational enhancements to the CDR Rules’ 

(collectively, the CDR PIAs). 

2.7 We have had regard to these CDR PIAs in undertaking this supplementary PIA. 

(c) Current Status of the CDR Rollout 

2.8 The CDR is Australia’s national data portability initiative. It gives individuals and businesses 

the ability to share their data with trusted and accredited third parties, along with limited types 

of data with non‐accredited parties. In turn, these third parties can use this data to provide 

products, services and insights that benefit consumers.   

2.9 The Treasury leads CDR policy and program delivery, including the development of the 

legislative framework. The CDR is regulated by the Office of the Australian Information 

Commissioner (OAIC) and the Australia Competition and Consumer Commission (ACCC). 

The Data Standards Body (DSB) develops the technical and consumer experience standards, 

which are made by the Data Standards Chair. 

2.10 The CDR is being implemented on a sector‐by‐sector basis. The CDR is currently active in 

the banking and energy sectors. 

(d) Rollout of the CDR to the NBL sector 

2.11 Following the release of the Treasury’s ‘Strategic Assessment Outcomes’ report in January 

2022, Treasury has assessed the expansion of the CDR to the NBL sector.  

2.12 In August 2022, the Treasury released the final NBL Sector Report which recommends the 

designation of the NBL sector for the CDR. The NBL Sector Report identified that extending 

the CDR to the NBL sector would complement the rollout of the CDR in the banking sector, 

allowing consumers to ‘easily access and share a complete picture of their lending 

information’.9   

2.13 Other benefits identified for the expansion of the CDR to the NBL sector (identified in the NBL 

Sector Report), include: 

(a) empowering individuals and business consumers to make more informed decisions 

about non-bank lending products, leading to better outcomes for individuals and 

businesses.  For example, comparator websites indicated they could provide better 

 
9 See Consumer data right: Non-bank lending sectoral assessment - Final report (treasury.gov.au) page 7. 

https://treasury.gov.au/sites/default/files/2022-08/p2022-300402-finalreport.pdf
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advice to consumers about lending products if they could take into account NBL 

products 

(b) reducing barriers for consumers to switch between lender or lending products by 

providing an efficient and secure means for a consumer’s financial data to be shared 

with an accredited lender and facilitate better lending decisions which take into 

account a more comprehensive assessment of the consumer’s credit profile, history 

and risk 

(c) facilitating investment in financial technology, which will give consumers a 

comprehensive picture of their day-to-day finances and better equip consumers to 

improve their financial planning  

(d) promoting competition by making it easier for consumers to identify and evaluate 

alternative form of funding in competition with the banking sector, and 

(e) leading to the development of new financial products and services for vulnerable 

customers experiencing financial hardship, for example, financial counsellors. 

2.14 Relevant to this supplementary PIA, the NBL Sector Report notes that extending the CDR to 

the NBL sector is likely to present the same privacy risks as it did when rolled out to the 

banking sector.10 

2.15 Following designation of the NBL sector (discussed below), the Treasury, in conjunction with 

the DSB, is developing CDR rules and data standards specific to the NBL sector.  

2.16 See Part 4 of this PIA for a discussion of the consultation that has been conducted, to date, in 

respect of the Project and the consultation process(es) that have been considered as part of 

undertaking this supplementary PIA.  

(e) NBL Sector Designation and Draft NBL CDR Rules  

2.17 On 21 November 2022, the Minister formally designated the NBL sector by the Consumer 

Data Right (Non-Bank Lenders) Designation 2022 (Cth) (NBL Sector Designation).11 

2.18 The NBL Sector Designation provides that a “relevant non-bank lender” (being an entity 

providing finance or ‘credit like’ products other than excluded data holders) is required to 

comply with the CDR in respect to specifics classes of information designated as CDR data.  

Credit information is excluded.12 

2.19 The Draft NBL CDR Rules will amend the CDR Rules for the banking sector (Schedule 3 of 

the CDR Rules) and extend rules for the sharing of the same classes of information, being: 

(a) information about the user of a product (‘customer data’),  

(b) information about the operation of a user’s account (‘account data’)  

(c) information that describes the transactions of a user (‘transaction data’), and  

(d) information about the use of a product (‘product-specific data’), 

by a “relevant non-bank lender” other than excluded data holders. 

 
10 Consumer data right: Non-bank lending sectoral assessment – Final Report August 2022, page 22. 
11 Consumer Data Right (Non-Bank Lenders) Designation 2022 (legislation.gov.au) 
12 See NBL Sector Designation clause 10 and Privacy Act section 6N(d), (i), (j) or (l) and section 6S(2). 

https://www.legislation.gov.au/Details/F2022L01522
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2.20 Recognising that there are benefits to consumers, competition and innovation from small 

businesses and start-ups and the cost of compliance on small business, the Draft NBL CDR 

Rules establish a de minimis threshold for mandatory data sharing.    

2.21 Where the total value of the NBL sector lender’s resident loans and finance leases: 

(a) is over $500 million for the preceding calendar month, 

(b) averages over $500 million for the previous 11 calendar months, and  

(c) the lender has more than 500 customers, 

the entity is a data holder for the purposes of the Draft NBL CDR Rules and is required to 

comply. 13  

2.22 Finally, the Draft NBL CDR Rules propose a phased application of the CDR to the NBL sector 

depending on the size of the provider, the complexity of the request and date for the relevant 

tranche being reached.14  This phased approach reflects the approach taken in relation to the 

banking sector (with major ADIs required to comply earlier than non-major ADIs and data 

sharing for particular products prioritised for earlier implementation).  

  

 
13 see Draft NBL CDR Rules definition of excluded data holder Schedule 3 clause 1.2(5) and clause 1.6. 
14 see Draft NBL CDR Rules Schedule 3 Part 6 Division 6.1.   
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3 Findings and Recommendations 
3.1 We consider the extension of the CDR to the NBL sector will have a positive privacy outcome 

for consumers.  By requiring a “relevant non-bank lender” to share CDR data in accordance 

with the CDR framework, individuals get the benefit of the application of the Privacy 

Safeguards to the handling of their information, together with the requirement that consumer 

information be handled in accordance with specified data security requirements.  The data 

minimisation principle also applies, as do the express consent provisions for data sharing and 

the requirements around accreditation.  This is privacy enhancing, when compared to the 

current arrangements for the handling of information of NBL sector customers outside of the 

CDR.  

3.2 We consider this improves the current position where NBL data is shared by sharing 

passwords, screen scraping, or by other less formal channels and without the benefit of the 

informed consent requirements imposed by Privacy Safeguard 3.   

3.3 However, the inclusion of the NBL sector in the CDR does give rise to some unique privacy 

risks, which we consider can be mitigated by the implementation of the recommendations set 

out below.  

(a) Recommendations  

3.4 We have reviewed the draft NBL CDR Rules (as at 20 March 2023) and the responses 

received by the Treasury, to date, in response to consultation on the NBL sector Design 

Paper.  

3.5 Having regard to: 

(a) the content of the Draft NBL CDR Rules 

(b) the extent to which the Draft NBL CDR Rules propose amendments to the CDR Rules 

(c) the extent to which issues have been addressed in previous CDR PIAs, and  

(d) the issues raised in the consultation on the NBL sector Design Paper, 

we make the following recommendations: 

 

No. Recommendation  

Recommendation 1 Treasury, together with the OAIC and ACCC, consider what 

instructions or guidance can be developed for credit providers to 

ensure credit providers comply with the CDR, Part IIIA of the Privacy 

Act and the CCR in relation to the handling of credit reporting 

information.  

 

No. Recommendation  

Recommendation 2  Treasury monitor the regulation of ‘high-cost’ products (such as ‘Buy 

Now Pay Later’ (BNPL) products) in order to determine whether the 
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inclusion of BNPL products in the CDR is consistent with those 

reforms.   

If those reforms strengthen the privacy position in relation to ‘high-

cost’ products beyond the Privacy Safeguards and the CDR (for 

example, in relation to the marketing of ‘high-cost’ products), we 

recommend the Draft NBL CDR Rules be revisited to ensure the 

CDR does not reduce the effectiveness of those reforms. 

 

No. Recommendation  

Recommendation 3  Treasury consider ways to support non-bank lenders who do not 

meet the de minimis threshold understand the benefits of the CDR 

and encourage them to voluntarily participate in the CDR and comply 

with the obligations of a data holder. 
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4 Key issues raised in response to consultation  
4.1 The Treasury and the DSB have undertaken a number of consultation processes as part of 

the Project. 

(a) Previous consultation processes in respect of the Project  

4.2 On 15 March 2022, the Treasury undertook a consultation process so as to assess whether to 

expand the CDR to the NBL sector, by the Consumer Data Right Non-Bank Lending Sectoral 

Assessment: Consultation Paper.15 Responses to that consultation informed the NBL Sector 

Report, which recommended that the CDR be designated in the NBL sector. 

4.3 Following the release of the NBL Sector Report, the Treasury consulted on the draft NBL 

Sector Designation. While designation does not of itself impose any data sharing obligations, 

this designation specified the classes of information that may be shared through the CDR, as 

well as the non-bank lenders that may be data holders.16  

4.4 On 21 November 2022, the Minister formally designated the NBL sector for inclusion in the 

CDR.17 

(b) Consultation in relation to the NBL sector Design Paper 

4.5 The Treasury and DSB then undertook a consultation to inform the Treasury and the DSB on 

the development of rules and data standards to implement the CDR in the NBL sector.18  The 

NBL sector Design Paper was made available for stakeholders’ consideration, which sought 

to elicit feedback on a range of issues in respect to the rules and data standards.  That 

consultation closed on 31 January 2023.  

4.6 We have considered the following responses to that NBL sector Design Paper consultation 

process: 

(a) Adatree  

(b) Australian Banking Association 

(c) Australian Collectors & Debt Buyers Association  

(d) Australian Competition and Consumer Commission  

(e) Australian Finance Group  

(f) Australian Financial Industry Association 

(g) Australian Retail Credit Association  

(h) Australian Securitisation Forum  

(i) Australian Small Business and Family Enterprise Ombudsman  

(j) Basiq  

(k) Biza.io  

 
15 See Consumer Data Right Sectoral Assessment for Non-Bank Lending – Open Finance | Treasury.gov.au for a copy of the 

submissions received in response to the Department’s consultation undertaken in respect of the NBL sector report.  That 
consultation closed in April 2022.   

16 https://treasury.gov.au/consultation/c2022-300402 
17 https://www.legislation.gov.au/Details/F2022L01522 
18 See Consumer Data Right rules and data standards design paper for non-bank lending sector | Treasury.gov.au 

https://treasury.gov.au/consultation/c2022-253782
https://treasury.gov.au/consultation/c2022-341682
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(l) Block, Inc  

(m) CDFP Limited  

(n) Cuscal  

(o) Finance Brokers of Australia Limited  

(p) Financial Legal Rights Centre  

(q) FinTech Australia 

(r) Frollo  

(s) Joint submission from Chartered Accountants Australian & New Zealand, CPA 

Australia, and the Institute of Public Accountants, 

(t) Tech Council of Australia, and  

(u) Officer level feedback from the OAIC.  

4.7 We have also considered three additional submissions that were received on a confidential 

basis.  

4.8 The consultation responses raised the following key issues: 

(a) how the CDR and the Comprehensive Credit Regime (CCR) will interact in the NBL 

sector (Issue 1)  

(b) the appropriateness of including or excluding Financial Hardship Information (FHI) 

from the scope of the CDR in the NBL sector (Issue 2)  

(c) using non-credit information to inform credit assessments (Issue 3), and 

(d) whether some products deemed to be ‘high-cost’ products should be excluded from 

the scope of the CDR in the NBL sector (Issue 4). 

4.9 Our response to these issues is set out below and otherwise addressed in the Privacy Risk 

table.  

(c) Response to NBL sector Design Paper consultation themes  

4.10 We discuss below our analysis of the privacy issues arising from the consultation on the NBL 

sector Design Paper. 

 

Issue 1 – interaction between NBL sector and CCR 

A number of responses to consultation raised issues in respect to the interaction between the NBL 

sector and the CCR.  Those issues recommended Treasury consider the following: 

(a) whether the extension of the CDR to the NBL sector may enable non-bank lenders 

to circumvent the CCR regime (for example, in relation to the handling of credit 

information), and 

(b) whether, for credit providers, the requirement to comply with three overlapping 

regulatory regimes (CDR for the NBL sector, Part IIIA of the Privacy Act and the 

CCR) will create risks that credit providers will fail to understand their obligations, 

increasing the risk of inadvertent breaches. 
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This issue was considered in the NBL sector PIA.19   

Credit providers in the NBL sector may have obligations under each of the CDR for the NBL sector, 

the Privacy Act and the CCR) as follows: 

(a) In respect to the handling of credit information,20 credit providers (and credit reporting 

bodies) are regulated by Part IIIA of the Privacy Act and must comply with Subdivision D of 

Division 3, Part IIIA of the Privacy Act in respect to the disclose of credit eligibility 

information about an individual   

(b) A “relevant non-bank lender” who is a registered financial corporation and a credit provider 

may be a licensee for the purposes of the National Consumer Credit Protection Act 2009 

(Cth) (NCCP Act) and be required to comply with the CCR.  The CCR provides limitations 

on sharing information about a person’s credit history and how that information can be 

used,21 and  

(c) A credit provider who is a “relevant non-bank lender” will be required to comply with the 

CDR in relation to the sharing of CDR data.   

The NBL Sector Designation provides that credit information is excluded as a specified class of 

information.22  However, stakeholders have identified, as an example, a situation where a credit 

provider who receives credit reporting information from a credit reporting body in accordance with 

Part IIIA of the Privacy Act or holds information about a person’s credit history in the performance 

of the CCR, receives a separate request from an ADR under the CDR to share that data (for 

example, to the extent credit reporting information may form part of transaction data).  If the credit 

provider was to share that information (in the form of transaction data) stakeholders consider there 

is a risk the information could be used in a way that is inconsistent with the limitations in the CCR 

(specifically, to disadvantage consumers by affecting their credit rating). 

In terms of the privacy risk, we agree with the analysis set out in the NBL sector PIA that the CDR 

consent rules mitigate the privacy risk by requiring ADRs to obtain informed consent from 

consumers before their data is shared in response to a data request.  Further, CDR Rule 3.5(1)(a) 

permits a data holder to refuse to disclose customer data in response to a request where, 

relevantly, the data holder considers this is necessary to prevent financial harm or abuse.   

In relation to the risk of credit providers inadvertently breaching one or more of the requirements of 

Part IIIA of the Privacy Act, the CCR and / or the CDR for the NBL sector, we acknowledge non-

compliance may give rise to a privacy risk for customers (depending on the nature of the non-

compliance).  For example, non-compliance with the consent provisions in the CDR Rules could 

have a substantial privacy impact if transaction data (which includes credit reporting information 

that is also personal information) is disclosed by a credit provider in a manner which is inconsistent 

with Part IIIA of the Privacy Act. 

We consider that for credit providers who are a “relevant non-bank lender”, compliance with the 

CDR for the NBL sector in addition to Part IIIA of the Privacy Act and the CCR will require a 

detailed understanding of the different regimes and how they operate in relation to credit reporting 

information that is held by the credit provider.  Failure to understand how the obligations for the 

 
19 See Consumer data right: Non-bank lending sectoral assessment - Final report (treasury.gov.au) at page Item 5 page 40. 
20 Defined in section 6N of the Privacy Act. 
21 See Part 3-2CA of the NCCP Act and Part 3.8 of the National Consume Credit Protection Regulations 2010 (Cth).  
22 See Consumer Data Right (Non-Bank Lenders) Designation 2022 (legislation.gov.au) clause 10.  We note this is also the 

case in relation to ADIs (see Consumer Data Right (Authorised Deposit-Taking Institutions) Designation 2019 
(legislation.gov.au) clause 9). 

https://treasury.gov.au/sites/default/files/2022-08/p2022-300402-finalreport.pdf
https://www.legislation.gov.au/Details/F2022L01522
https://www.legislation.gov.au/Details/F2019L01153
https://www.legislation.gov.au/Details/F2019L01153
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handling of credit reporting information apply may lead to a breach of one or more of the CDR, 

Part IIIA of the Privacy Act or the CCR, which could have a negative impact on the handling of an 

individual’s personal information (in the form of their credit reporting information).   

We make Recommendation 1 accordingly.  

 

Recommendation 1 – Treasury, together with the OAIC and ACCC, consider what instructions or 

guidance can be developed for credit providers to ensure credit providers comply with the CDR, 

Part IIIA of the Privacy Act and the CCR in relation to the handling of credit reporting information.  

 

Issue 2 – excluding Financial Hardship Information from NBL sector  

Some stakeholders have recommended that Treasury consider the risks and benefits of excluding 

FHI from the CDR for the NBL sector.   

We note that under the Draft NBL CDR Rules, “financial hardship information” and “repayment 

history information” has been explicitly excluded from the meaning of “account data”, in relation to a 

particular account.23  However, stakeholders have raised a concern that whether or not a customer 

is experiencing hardship can still be inferred from their transaction data. As an example, transaction 

data includes whether the transaction is a debit, a credit or a fee. If that transaction data indicated 

that a customer was regularly paying fees as a result of not making their minimum repayments, you 

could infer, however tenuously, that they were experiencing financial hardship.  

Stakeholders consider there is a risk this information could then be exploited to the detriment of 

vulnerable customers.  For example, customers could be refused certain products, on the basis of 

their FHI. 

Financial hardship information is a customer’s personal information (but not sensitive information).24 

We note this issue was not considered in the 2019 CDR PIA or the 2019 Banking PIA given the 

timing of the commencement of the CCR. This issue was considered in the NBL sector PIA25 and 

the 2020 Energy PIA.26 

The NBL Sector Report discusses a number of policy reasons to support the inclusion of FHI in the 

NBL sector, including that inclusion of data of this nature may enable a lender to process hardship 

applications and aid customers more quickly and enable industry to develop tools to educate and 

assist individuals experiencing hardship.  The contrary view is that inclusion of data of this nature 

may be misused by NBL sector participants to target vulnerable customers.  Taking into account 

the above, and balancing the above considerations, Treasury has proposed to exclude FHI and 

repayment history information from the definition of “account data” in the Draft NBL CDR Rules 

(see Part 2 clause 1.3 definition of “account data” clause (c)). This amendment will also be made to 

the CDR Rules for banking sector to make it clear FHI cannot be used in the banking sector.  This 

will also be consistent with the approach taken in the energy sector rules where information about 

 
23 See Draft NBL CDR Rules Schedule 3 Part 1 clause 1.3 (definition of “account data”).  
24 See Privacy Act section 6AQ(4) (definition of “financial hardship information”) and section 6V(1) (definition of “repayment 

history information”). 
25 See Consumer data right: Non-bank lending sectoral assessment - Final report (treasury.gov.au) at pages 13 – 15 and Item 5 

page 41. 
26 See Consumer Data Right in energy (treasury.gov.au) at page 42. 

https://treasury.gov.au/sites/default/files/2022-08/p2022-300402-finalreport.pdf
https://treasury.gov.au/sites/default/files/2020-06/p2020-89229.pdf
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whether a consumer is associated with a hardship program is expressly excluded.  FHI will 

continue to otherwise be regulated under Part IIIA of the Privacy Act in relation to credit providers 

handing of FHI. 

We make no recommendation in respect of this policy decision by the Commonwealth. 

To the extent FHI can be inferred from transaction data, from a privacy perspective, we consider 

the CDR provides adequate protections in respect of the use and disclosure of transaction data 

(which includes FHI that is also personal information) noting: 

(a) CDR Rule 4.11 requires an accredited person to obtain express consent from a CDR 

customer in relation to the disclosure of CDR data.  This would include data which 

evidences financial hardship. The consent may not be valid for a period of more than 12 

months (CDR Rule 4.12(1)) and at the end of the consent period, data needs to be de-

identified or deleted (CDR Rule 7.12 and 7.13 and Privacy Safeguard 12).   

(b) When seeking authorisation to disclose CDR data (or amend a current authorisation) a 

data holder must give the customer certain information including, relevantly, information 

about the types of data the data holder is seeking authorisation to disclose (CDR 

Rule 4.23(1)(c)).  This would include transaction data which evidences financial hardship.   

(c) CDR Rule 3.5(1)(a) permits a data holder to refuse to disclose customer data in response 

to a request where, relevantly, the data holder considers this is necessary to prevent 

financial harm or abuse.  The data holder must also provide the customer with access to 

the customer dashboard if the data holder receives a request from an accredited person on 

behalf of an eligible customer (CDR Rule 1.15 and Schedule 3 Rule 2.3). 

(d) We further note: 

(i) the data minimisation principle (CDR Rule 1.8)  

(ii) that accredited persons need to be accredited in accordance with Part 5 of 

the CDR Rules 

(iii) that accredited persons can only use and disclose CDR data in accordance 

with the CDR Rules or otherwise in accordance with Privacy Safeguard 6, 

and  

(iv) the de minimis principle will mean smaller players in the NBL sector will not 

be captured by the CDR Rules. 

Taking into account the above, we make no recommendations in relation to the handling of 

transaction data to the extent FHI information can be inferred.  

 

Issue 3 – use of non-credit information to inform credit assessments  

Consultation responses raised a concern about the use of non-credit information to inform credit 

assessments under the CDR.   

Currently, by Part IIIA of the Privacy Act, an individual’s creditworthiness is assessed based on the 

credit reporting information about the individual that was disclosed to a credit provider by a credit 

reporting body under Division 2 of Part IIIA. 
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Stakeholders raised a concern that under the CDR, aggregate data from different sources may be 

used to assess an individual’s creditworthiness.  For example, if transaction data evidences that an 

individual is a frequent users of BNPL products) which could then be used to adversely affect a 

customer’s creditworthiness.  

The issue of consumer data being collected from multiple sources was considered in the NBL 

sector PIA generally, but not specifically in relation to creditworthiness.27   

As discussed in response to Issue 2 above, to the extent this concern raises a privacy issue, we 

consider the CDR provides a robust framework for the handling of CDR data with informed consent 

being the key mechanism by which customer privacy is protected (see CDR Rules 4.12(1), 

4.23(1)(c), 7.12 and 7.13 and Privacy Safeguards 3, 5 and 6).   

We consider these provisions adequately address the privacy risks associated with the combining 

various datasets in order to more accurately assess an individual’s creditworthiness. 

In circumstances where we consider the privacy risks are adequately addressed by the CDR, we 

make no recommendation in relation to Issue 3.  

 

Issue 4 – excluding ‘high-cost’ products  

Consultation responses raised concerns about the inclusion of ‘high-cost’ products in the NBL 

sector, given the impact of those products on vulnerable individuals. Some stakeholders suggested 

that Treasury should consult with industry about the specific types of products which are to be 

included in list of covered products to assess any privacy risks that may arise by the inclusion of 

those products in the CDR for the NBL sector.   

We note feedback from consultation on the NBL sector Design Paper was that the CDR data 

categories were appropriate for the NBL sector. 

Further, it doesn’t appear to us that a product-by-product review of covered products is required, 

from a privacy perspective, noting that the products that may be “covered products” by the draft 

NBL CDR Rules are the same products as those currently included in the CDR Rules (save for 

BNPL products)28 and the CDR Rules apply consistently in respect of the handling of personal 

information collected and handled in the offering of those products by CDR participants.  

While ‘high-cost’ products are not defined in the CDR, we have assumed that Buy Now Pay Later 

(BNPL) products come within that definition, being short-term consumer credit contracts (‘pay day 

loans’). We have also assumed that consumer leases are considered to be ‘high-cost’ product.   

BNPL products are included as covered products for the purposes of Schedule 3 clause 1.4 of the 

Draft NBL CDR Rules. 

The profiling and targeting of vulnerable customers by providers of high-cost products could have 

serious privacy impacts and consequences for affected individuals.  

However, we consider that privacy risk is appropriately mitigated in circumstances where the CDR 

requires an individual’s consent prior to the disclosure of their data by a data holder, meaning 

individuals can refuse to consent to the disclosure of information which may make them a target for 

the marketing of ‘high-risk’ products (noting our discussion in respect of Issue 2 above that 

 
27 See Consumer data right: Non-bank lending sectoral assessment - Final report (treasury.gov.au) at Item 6 page 42. 
28 See CDR Rules Schedule 3 clause 1.4. 

https://treasury.gov.au/sites/default/files/2022-08/p2022-300402-finalreport.pdf
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“financial hardship information” and “repayment history information” has been explicitly excluded 

from the meaning of “account data”). Futher, in relation to direct marketing of such products, 

Privacy Safeguard 7 provides that an ADR using or disclosing CDR data for marketing purposes 

must obtain valid consent from the individual, or where the disclosure is required under the CDR 

Rules in response to a valid request from an individual.  This further mitigates the privacy risk 

associated with the marking of ‘high-risk’ products.  

We note that the Treasury and DSB are also currently undertaking a consent review and 

authentication uplift in respect of the CDR.  While the outcome of this process is not known at the 

time of the preparation of this PIA, this process may make specific recommendations in relation to 

consents for ‘high-cost’ products.29 

As identified in the NBL Sector Report,30 the CDR operates alongside regulatory frameworks for the 

banking sector, including the Credit Act, which contains a range of protections to prevent lenders 

from targeting consumers with inappropriate lending products.  The regulation of those products is 

arguably better managed under those specific legislative schemes.   

In relation to BNPL products specifically, the Commonwealth is currently taking steps to better 

regulate those products, with one option being that they will be treated as credit contracts and 

subject to the Credit Act.31  Further reforms are also proposed by the Financial Sector Reform Bill 

2022 (Cth)32 which includes, relevantly, an amendment to the Credit Act to impose additional 

protections on the offering of small amount credit contracts including the marketing of those 

contracts.  For example, section 133CF of the Financial Sector Reform Bill prohibits a licensee from 

direct marketing (unsolicited communications) in relation to a small amount credit contract. 

In circumstances where ‘high-cost’ products are being actively considered by the Commonwealth 

for regulation (by the Credit Act and Financial Sector Reform Bill), we make Recommendation 2 

below. 

 

Recommendation 2 – Treasury monitor the regulation of ‘high-cost’ products in order to determine 

whether the inclusion of BNPL products in the CDR is consistent with those reforms.   

If those reforms strengthen the privacy position in relation to ‘high-cost’ products beyond the 

Privacy Safeguards and the CDR (for example, in relation to the marketing of ‘high-cost’ products), 

we recommend the Draft NBL CDR Rules be revisited to ensure the CDR does not reduce the 

effectiveness of those reforms. 

 

5 Analysis of privacy impacts and risks 
(a) Documentation considered as part of this supplementary PIA  

5.1 This supplementary PIA is informed by the following documentation:  

 
29 See Noting Paper 273 - Consent Review · Issue #273 · ConsumerDataStandardsAustralia/standards · GitHub and Noting 

Paper 280: The CX of Authentication Uplift · Issue #280 · ConsumerDataStandardsAustralia/standards · GitHub. 
30 See Consumer data right: Non-bank lending sectoral assessment - Final report (treasury.gov.au) page 23. 
31 See Address to the Responsible Lending & Borrowing Summit | Treasury Ministers and Regulating Buy Now, Pay Later in 

Australia | Treasury.gov.au accessed 1 June 2023.  
32 See 22087b01.pdf;fileType=application/pdf (aph.gov.au). 

https://github.com/ConsumerDataStandardsAustralia/standards/issues/273
https://github.com/ConsumerDataStandardsAustralia/standards/issues/280
https://github.com/ConsumerDataStandardsAustralia/standards/issues/280
https://treasury.gov.au/sites/default/files/2022-08/p2022-300402-finalreport.pdf
https://ministers.treasury.gov.au/ministers/stephen-jones-2022/speeches/address-responsible-lending-borrowing-summit
https://treasury.gov.au/consultation/c2022-338372
https://treasury.gov.au/consultation/c2022-338372
https://parlinfo.aph.gov.au/parlInfo/download/legislation/bills/r6909_aspassed/toc_pdf/22087b01.pdf;fileType=application%2Fpdf
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(a) NBL Sector Report 

(b) NBL sector Design Paper 

(c) Draft NBL CDR Rules 

(d) NBL Designation  

(e) the CDR PIAs 

(f) OAIC’s Report on the draft Consumer Data Right (Non-bank Lenders) Designation 

202233 

(g) Consent flow public design document34 

(h) CDR consent flows35 

(i) Consent management for Data Holders36 

(j) Consumer experience guidelines37 

(k) CX Guidelines for collection and use consents38 

(l) CX Artefacts Design Paper for the Telecommunications Sector 

(m) Privacy Act and the APPs 

(n) Part IVD of the Competition and Consumer Act  

(o) CDR Rules 

(p) Consumer Data Right (Authorised Deposit-Taking Institutions) Designation 2019  

(q) Consumer Data Right (Energy Sector) Designation 2020  

(r) OAIC’s APP Guidelines39 

(s) OAIC’s Guide to Undertaking Privacy Impact Assessments40 

(t) OAIC’s CDR Privacy Safeguards Guidelines,41 and  

(u) Privacy (Australian Government Agencies – Governance) APP Code 2017 (Cth). 

5.2 We have also incorporated into this supplementary PIA: 

(a) feedback from the Treasury 

(b) responses to the consultation undertaken in respect of the Draft NBL CDR Rules (see 

Part 4 of this PIA) and this draft supplementary PIA.  

 
33 See Report on the draft Consumer Data Right (Non-bank Lenders) Designation 2022 (oaic.gov.au) 
34 Available at https://miro.com/app/board/uXjVPD76GlY=/.  
35 Available at https://www.figma.com/proto/jHG3HstULWcr7KfCUWxFtD/WIP-%7C-Design-paper-%7C-NBL?page-

id=0%3A1&node-id=18%3A4734&viewport=1717%2C927%2C0.25&scaling=scale-down&starting-point-node-
id=1%3A3263.  

36 Available at https://d61cds.notion.site/Consent-Management-Data-holder-33ff846f68f3466ab189d97c6c0afd28.  
37 Available at https://d61cds.notion.site/.  
38 Available at https://d61cds.notion.site/Collection-and-use-consents-fcf5e47455274d26b028d218b22f017a.  
39 Available at https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines.  
40 Available at https://www.oaic.gov.au/privacy/guidance-and-advice/guide-to-undertaking-privacy-impact-assessments.  
41 Available at https://www.oaic.gov.au/consumer-data-right/cdr-privacy-safeguard-guidelines.  

https://www.oaic.gov.au/__data/assets/pdf_file/0015/23424/FINAL-s-56AF-report-designation-non-bank-lending-nbl-sector.pdf
https://miro.com/app/board/uXjVPD76GlY=/
https://www.figma.com/proto/jHG3HstULWcr7KfCUWxFtD/WIP-%7C-Design-paper-%7C-NBL?page-id=0%3A1&node-id=18%3A4734&viewport=1717%2C927%2C0.25&scaling=scale-down&starting-point-node-id=1%3A3263
https://www.figma.com/proto/jHG3HstULWcr7KfCUWxFtD/WIP-%7C-Design-paper-%7C-NBL?page-id=0%3A1&node-id=18%3A4734&viewport=1717%2C927%2C0.25&scaling=scale-down&starting-point-node-id=1%3A3263
https://www.figma.com/proto/jHG3HstULWcr7KfCUWxFtD/WIP-%7C-Design-paper-%7C-NBL?page-id=0%3A1&node-id=18%3A4734&viewport=1717%2C927%2C0.25&scaling=scale-down&starting-point-node-id=1%3A3263
https://d61cds.notion.site/Consent-Management-Data-holder-33ff846f68f3466ab189d97c6c0afd28
https://d61cds.notion.site/
https://d61cds.notion.site/Collection-and-use-consents-fcf5e47455274d26b028d218b22f017a
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines
https://www.oaic.gov.au/privacy/guidance-and-advice/guide-to-undertaking-privacy-impact-assessments
https://www.oaic.gov.au/consumer-data-right/cdr-privacy-safeguard-guidelines
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(b) Scope of this PIA 

In scope of this supplementary PIA 

5.3 This supplementary PIA considers risks specific to the NBL sector not analysed in previous 

PIAs undertaken by the Treasury regarding the CDR. 

Out of scope of this supplementary PIA 

5.4 This supplementary PIA does not consider: 

(a) the privacy risks previously assessed in the previous CDR PIAs 

(b) applicability or impact of any proposed amendments to the Privacy Act that have not 

received Royal Assent as at the date of this supplementary PIA, and  

(c) other risks on individuals, businesses or government departments or agencies, for 

example commercial or competition law risks. 

(c) How should this PIA be used? 

5.5 This supplementary PIA:  

(a) examines how the CDR rollout to the NBL sector will affect individuals from a privacy 

perspective 

(b) identifies risk areas that the CDR will likely pose to the NBL sector in relation to 

compliance with privacy laws and community expectations, and 

(c) suggests strategies to address identified risks by minimising privacy intrusions, and 

maximising privacy protections for the implementation and operation of the Project.  

5.6 This supplementary PIA can also be used to further inform and educate those involved in, or 

affected by, the initiative as it is implemented, for example, in the design of guidelines, 

educational materials for users, staff training, system design and program evaluation.  

(d) Methodology 

5.7 To develop this supplementary PIA, we have had regard to the documents and discussions 

specified in paragraphs 5.1 and 5.2 above. 

5.8 Our process for assessing privacy impacts is as follows: 

(a) identifying privacy impacts and risks involves an examination of how the Project will: 

[a]ffect the choices consumers have regarding how information about them is 

handled, the potential degree of intrusiveness into the private lives of 

consumers, compliance with privacy law, and how the project fits into 

community expectations.42  

(b) the Project is therefore assessed for compliance with privacy laws, and whether the 

Project can meet community expectations, and   

(c) the Privacy Risk table (set out below) outlines specific recommendations to minimise 

privacy risks relating to the Project.  

(e) Privacy laws considered by this supplementary PIA  

 
42 OAIC, Privacy impact assessment guide dated August 2006, at page xxi. 
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5.9 This supplementary PIA considers privacy impacts by reference to the Privacy Act, including 

the APPs set out in Schedule 1 to the Privacy Act, the 13 Privacy Safeguards within Division 

5, Part VID of the Competition and Consumer Act and the extent to which the Privacy 

Safeguards are further discussed in the CDR Rules (Part 7, Division 7.2). 

(f) Making recommendations 

5.10 A PIA should identify avoidable risks and recommend measures to remove or reduce them to 

an appropriate level.  

5.11 However, recommendations should seek to achieve a balance between the interests of the 

Treasury in making the proposal, and the people affected by that proposal. 

5.12 Our recommendations in this supplementary PIA reflect the above principles. 

(g)  Information flows for the Project 

5.13 The NBL sector information flows are discussed in the following documents: 

(a) the 2019 CDR PIA43  

(b) the 2019 Banking PIA,44 and 

(c) the OAIC PS Guidelines.45 

5.14 The same information flows will apply for the NBL sector by the operation of the Draft NBL 

CDR Rules.  We have not repeated the data flows in this supplementary PIA on that basis. 

(h) Privacy Risk table 

5.15 The Privacy Risk table sets out our analysis of the privacy risks identified for the Project 

against the Privacy Safeguards and the APPs (if applicable).  These privacy risks have been 

identified based on our review of the Draft NBL CDR Rules with a focus on what is intended to 

change as a consequence of the inclusion of the NBL sector in the CDR.   

5.16 Where privacy risks have been adequately assessed in previous CDR PIAs, we have not 

further considered the issue.  In particular, we have not revised the privacy assessment of the 

overall operation of the CDR (addressed in the 2019 CDR PIA) nor the operation of the CDR 

to the banking sector (addressed in the 2019 Banking PIA). 

5.17 In summary, and in circumstances where the Draft NBL CDR Rules will require those relevant 

non-bank lenders (other than excluded entities) to share the same datasets those shared by 

the banking sector, in the same way as data is shared in the banking sector, we consider the 

overall effect of the designation of the NBL sector to provide appropriate safeguards for the 

handling of the personal information of NBL sector customers.  

5.18 However, where the operation of the CDR in the NBL sector raises privacy risks, we have 

discussed those in the Privacy Risk table and made a number of recommendations for 

Treasury’s consideration at this stage in the Project.  

 
43 See Privacy Impact Assessment (treasury.gov.au) page 53 to 58 (inclusive). 
44 See Consumer Data Right Regime PIA (treasury.gov.au) Part G page 71. 
45 See Privacy-Safeguard-Guidelines-v4-Nov-2022-rev2.pdf (oaic.gov.au) Chapter C page 37. 

https://treasury.gov.au/sites/default/files/2019-03/p2019-t361555-pia-final.pdf
https://treasury.gov.au/sites/default/files/2019-12/p2019-41016_PIA_final.pdf
https://www.oaic.gov.au/__data/assets/pdf_file/0013/24034/Privacy-Safeguard-Guidelines-v4-Nov-2022-rev2.pdf
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No. Issue/Risk  Existing mitigation strategies  Gap analysis and privacy recommendation  

Excluded entities   

1 The Draft NBL CDR Rules 

establish a de minimis threshold 

to limit mandatory data sharing 

obligations to relevant non-bank 

lenders.46   

Where, on a particular day, the 

total value of the relevant non-

bank lender’s resident loans and 

finance leases: 

(a) is over $500 million for the 

preceding calendar month, 

(b) averages over $500 million 

for the preceding 11 months, 

and 

(c) the lender has more than 500 

customers, 

the entity is an excluded entity 

for the purposes of the Draft 

NBL CDR Rules and not 

required to comply (although 

they may do so voluntarily).  

This is a new concept for the Draft 

NBL CDR Rules. 

Non-bank lenders who will not met 

the de minumis threshold will not be 

subject to the CDR for the NBL 

sector.   

Depending on the nature and size of 

a non-bank lender, they may be 

regulated by the Credit Act and the 

Privacy Act (in terms of their being an 

APP entity).  Credit providers will 

also be regulated by Part IIIA of the 

Privacy Act. 

The NBL Sector Report and the NBL sector Design Report discuss the 

rationale for the de minimis threshold.  

The de minimis threshold has an impact from a privacy perspective 

because the NBL sector has a long tail of smaller providers who will not 

meet the de minimis threshold, meaning their collection and handling of 

information will not be required to comply with the CDR and the Privacy 

Safeguards.  They will also be exempt from the requirement to comply with 

the internal and external dispute resolution requirements set out in the CDR 

for the banking sector.   

Some NBL sector providers will be regulated by other laws, including the 

Credit Act and the Privacy Act (generally as an APP entity, and Part IIIA in 

relation to credit providers) while others (for example, providers of BNPL 

products) are not currently regulated by the Credit Act for the provision of 

‘credit-type’ products. 

We consider the extending of the CDR to the NBL sector will improve 

privacy protections for consumers.  However, we acknowledge Treasury’s 

concern that the CDR requirements should be balanced against the 

substantial costs of compliance with the CDR, especially for smaller players 

in the NBL sector, and the important role those entities have in facilitating 

innovation and encouraging competition.  

We note that Treasury has sought feedback from industry as part of the 

consultation on the NBL sector Design Report about the de minimis 

threshold and, based on the feedback we have reviewed (see paragraphs 

 
46 See Draft NBL CDR Rules definition of excluded data holder Schedule 3 item 1.2 (clause 1(5)) and Schedule 3 item 1.6 (clause 1.6). 
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No. Issue/Risk  Existing mitigation strategies  Gap analysis and privacy recommendation  

4.6 to 4.7) industry is generally supportive of a de minimis threshold, 

although the financial threshold proposed varies. 

Some stakeholders recommended Treasury consider what guidance it can 

provide to non-bank lenders who will not meet the de minimis threshold, to 

support voluntary compliance with the CDR.  

Non-bank lenders who do not met the de minumis threshold will be able to 

elect to share data through the CDR on a voluntary basis.  For example, a 

non-bank lender may voluntarily elect to share product data without also 

needing to share consumer data. Sharing product data allows entities to 

have their products considered as part of product comparison services and 

can be provided at a lower cost than consumer data which requires 

authentication.  

Participation in the CDR, even on a voluntary basis, increases the safety 

and security of data sharing.  

In her Report on the draft Consumer Data Right (Non-bank Lenders) 

Designation 202247 the Information Commissioner recommended the 

Treasury consider ways to support NBL sector lenders who choose to 

voluntarily participate in the CDR to help the understand and comply with 

their obligations as a data holder (see Recommendation 1(b)).   

We agree that such assistance will help develop the maturity of the NBL 

sector and improve privacy outcomes for consumers who engage with 

those NBL sector lenders without the protection of the CDR.   

We make Recommendation 3 on that basis. 

 

 
47 See Report on the draft Consumer Data Right (Non-bank Lenders) Designation 2022 (oaic.gov.au) 

https://www.oaic.gov.au/__data/assets/pdf_file/0015/23424/FINAL-s-56AF-report-designation-non-bank-lending-nbl-sector.pdf
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No. Issue/Risk  Existing mitigation strategies  Gap analysis and privacy recommendation  

 

Recommendation 3 – Treasury consider ways to support non-bank 

lenders who do not meet the de minumis threshold understand the 

benefits of the CDR and encourage them to voluntarily participate in the 

CDR and comply with the obligations of a data holder.  

Categories of CDR data  

2 Four (4) categories of 

information are CDR data sets 

for the purposes of the Draft 

NBL CDR Rules being customer 

data, account data, transaction 

data and product specific data.48   

The four (4) categories of CDR data 

identified in the Draft NBL CDR 

Rules are identical to the categories 

if CDR data already captured by the 

CDR Rules for the banking sector 

(Schedule 3) save for the express 

exclusion of FHI or repayment history 

information from the definition of 

account data. 

This CDR data is also broadly 

consistent with the required data in 

the energy sector.  

Some of the categories of CDR data in the Draft NBL CDR Rules clearly 

relate to the personal information of consumers.  For example, customer 

data which requires the collection of identifying information of a person.  

Other categories will also include the personal information of customers.  

For example, account data includes information such as “account name” 

(Draft NBL CDR Rules Schedule 3 item 2(b)(ii)) and “details of payees 

stored with the account” (Draft NBL CDR Rules Schedule 3 item 2(b)(C)).  

Transaction data includes, relevantly, “any description of the transaction” 

(Draft NBL CDR Rules Schedule 3 item 3(b)(v)). 

Where this CDR information identifies (or reasonably identifies) at least one 

person, the Privacy Safeguards apply.49  This includes Privacy Safeguard 3 

in relation to the soliciting of CDR data from a consumer.  The data 

minimisation principle also applies,50 This principle requires that an 

accredited person must not seek to collect data beyond what is reasonably 

needed to provide the good or service to which a consumer has consented, 

or for a longer time than is reasonably needed. 51 

The basis for the inclusion of categories of information as CDR data was 

considered in the Banking PIA (save for the express exclusion of FHI or 

 
48 See Draft NBL CDR Rules Schedule 1 item 1.3. 
49 See Competition and Consumer Act section 56AI(3)(c)). 
50 See Competition and Consumer Act section 1.8. 
51 See Chapter 3: Privacy Safeguard 3 – Seeking to collect CDR data from CDR participants (oaic.gov.au).  

https://www.oaic.gov.au/consumer-data-right/consumer-data-right-guidance-for-business/consumer-data-right-privacy-safeguard-guidelines/chapter-3-privacy-safeguard-3-seeking-to-collect-cdr-data-from-cdr-participants#:~:text=This%20includes%20the%20'data%20minimisation,period%20than%20is%20reasonably%20needed.
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No. Issue/Risk  Existing mitigation strategies  Gap analysis and privacy recommendation  

repayment history information from the definition) and broadly consistent 

with the required data in the energy sector. 

We note feedback from consultation on the NBL sector Design Paper was 

that the CDR data categories were appropriate for the NBL sector. 

In circumstances where the Treasury (in consultation with the OAIC, ACCC 

and industry) are satisfied that the CDR data categories continue to reflect 

data required to be collected for the performance of the sector, we make no 

recommendations in relation to the CDR data sets. 

See below for a discussion about FHI or repayment history information from 

the account data CDR data set. 

3 Express exclusion of FHI and 

repayment history information 

from the account data CDR data 

set. 

The CDR Rules for the banking 

sector do not currently exclude FHI 

and repayment history information 

from the account data CDR data set.  

By the Draft NBL CDR Rules, if 

implemented, this category of data 

will be excluded from the CDR and 

the application of the Privacy 

Safeguards. 

See our discussion at Issue 2 above (page 14) in relation to the exclusion of 

FHI from the CDR.  To the extent FHI can be inferred from transaction data, 

from a privacy perspective, we consider the CDR provides adequate 

protections in respect of the use and disclosure of transaction data (which 

includes FHI that is also personal information) and make no further 

recommendations on that basis. 

4 The Draft NBL CDR Rules 

propose to implement the same 

approach to historical data and 

closed accounts as is currently 

set out in the CDR Rules for the 

banking sector. 

The CDR for the banking sector 

deals with historical data and closed 

accounts in Schedule 3 clause 3.2(4) 

and 3.2(5).  It provides that the 

following data is not required 

customer data for the purposes of the 

CDR in the following circumstances: 

By the Draft NBL CDR Rules52 the Treasury proposes to take the same 

approach as it has taken in the CDR Rules for the banking sector in relation 

to historical data sharing. 

Feedback from consultation on the NBL sector Design Paper was that the 

treatment of historical data and closed accounts was appropriate for the 

NBL sector. 

 
52 Draft NBL CDR Rules Schedule 3 item 3.2 (clause 3.2(4) and (5)). 
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No. Issue/Risk  Existing mitigation strategies  Gap analysis and privacy recommendation  

(a) where an account is open: 

transaction data that is more than 7 

years old, and data on direct debits 

more than 13 months old  

(b) where an account has been 

closed for more than 24 months: 

account data, transaction data, and 

product specific data  

(c) where an account has been 

closed for any period of time: all data 

on direct debits, and 

(d) where an account has been 

closed for less than 24 months: 

transaction data for a transaction that 

occurred more than 12 months 

before the account was closed. 

Some feedback received on the NBL sector Design Paper recommended 

the Treasury consider the approach taken in the CDR to the handling of 

historical data sets, in view of recent high profile data breaches and 

changing community attitudes about the retention of historical data.  In 

these circumstances, certain stakeholders recommended Treasury consider 

whether the limitations in terms of historical data sharing are sufficient and 

adequately address the privacy risks to consumers in the sharing of 

historical data. 

This recommendation goes beyond the scope of this supplementary PIA on 

the CDR for the NBL sector. However, we consider that the existing rules 

around historical account data are sufficient to mitigate this privacy risk.  [ 

Types of products  

5 Inclusion of BNPL products in 

the definition of covered 

products. 

The CDR Rules for the banking 

sector do not currently include BNPL 

products in the definition of phase 1 

product, phase 2 product or and 

phase 3 product.53  

By the Draft NBL CDR Rules, if 

implemented, BNPL products will be 

included in the definition of covered 

products in both the NBL sector and 

The Draft NBL CDR Rules proposes to include BNPL products as covered 

products for both the banking and NBL sector.  If implemented this inclusion 

will add a new product category to the CDR.  

See our comments in relation to Issue 4 and Recommendation 2 above. 

 
53 See Competition and Consumer Act 2020 (Cth) Schedule 3 clause 1.4. 
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No. Issue/Risk  Existing mitigation strategies  Gap analysis and privacy recommendation  

the banking sector and the collection 

and handling of those BNPL products 

will be subject to the CDR and the 

Privacy Safeguards. 

6 Inclusion of additional consents 

for ‘high-cost’ products offered 

by non-bank lenders in the NBL 

sector. 

The CDR provides a robust 

framework for the handling of CDR 

data with informed consent as the 

key mechanism by which customer 

privacy is protected (see CDR Rules 

4.12(1), 4.23(1)(c), 7.12 and 7.13 

and Privacy Safeguards 3, 5 and 6).  

We also note Note 1 in CDR Rule 

4.11 which provides that the consent 

cannot be inferred, and implied 

consent cannot be relied upon. 

Therefore, valid consent must be 

express consent.  

Finally, the CX Guidelines for 

collection and use consents provide 

workflows, examples and 

requirement breakdowns for what 

information must or may be included 

when seeking a CDR consumer’s 

consent. This document is available 

publicly. 

There are no additional consent 

requirements for products which are 

identified as ‘high-cost’ products 

See our comments in relation to Issue 4 and Recommendation 2 above.  
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offered by non-bank lenders in the 

NBL sector. 

7 White labelling has been 

identified as a practice which 

presents unique privacy risks 

given it involves multiple 

businesses providing a product, 

so it is not always clear who is 

the relevant CDR participant and 

which entity will receive and use 

a customer’s data. This risk is 

magnified in the NBL sector, 

given the number of smaller 

entities offering white labelled 

products. 

The CDR Rules provide that a data 

holder may white label a product or 

service provided the ADR complies 

with the following: 

(a) Division 4.3 of the CDR Rules in 

relation to consents 

(b) Subdivision 7.2.3 of the CDR 

Rules in relation to permitted uses 

and disclosures of CDR data 

(c) Privacy Safeguard 1 (in relation to 

the CDR’s policy), and 

(d) the balance of the Privacy 

Safeguards including Privacy 

Safeguard 7 in relation to direct 

marketing.  

No specific provisions are made in the Draft NBL CDR Rules for white 

labelling, with the approach currently provided in the CDR Rules to apply.  

Some stakeholders have raised the concern that the use of white labelling 

can give rise to unique privacy risks in circumstances where it is common 

practice in the banking sector and that this risk is magnified in the NBL 

sector, given the number of smaller entities. Some stakeholders are 

concerned that this practice has the potential to undermine informed and 

specific consent. In light of this, some stakeholders recommended that 

Treasury should consider whether additional protections are required for the 

NBL sector, given the prevalence of white labelling in the NBL sector.   

We consider the treatment in the CDR is adequate for handling privacy risks 

associated with white labelling. 

8 Inclusion of arrangements for 

trial products.  

The CDR Rules for the banking 

sector do not currently make 

provision of trial or pilot products. 

The Draft NBL CDR Rules defines a ‘trial product’ as a product which is: 

(a) described as a ‘trial or pilot’ 

(b) not offered for more than 6 months (trial period) 

(c) is limited to not more than 1,000 customers, and  

(d) includes a statement that the product may be terminated before the end 

of the trial period in which case the CDR data in relation to the trial product 

may not be available 

unless the trial product is a covered product, in which case once it ceases 

to be a trial product the CDR data generated while the product was a trial is 
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taken to be required consumer data, required product data, or voluntary 

consumer data for the purposes of the CDR.54  

Trial product data will continue to be protected by the Privacy Safeguards 

for the duration of the trial. 

We consider the proposed approach to trial products to be appropriate from 

a privacy perspective and balances the privacy needs of customers with 

encouraging NBL sector entities to continue to innovate and offer new 

products to the market.  

We make no recommendation in relation to trial products on that basis.  

Other issues  

 The phased implementation of 

the CDR to the NBL sector. 

This is a new concept for the Draft 

NBL CDR Rules. 

The Draft NBL CDR Rules propose the phased implementation of the CDR 

to the NBL sector.55 

Treasury has indicated in its NBL sector Design Paper that the basis for the 

phased implementation of the CDR to the NBL sector is to allow sufficient 

time for relevant non-bank lenders to comply with the CDR.  Some 

stakeholders are supportive of the phased implementation of the CDR to 

the NBL sector and have suggested that this phasing period be no less than 

12 months from the making (amendment) of the CDR Rule to ensure data 

holders have an opportunity to understand the requirements and their 

compliance obligations and have sufficient time to prepare to comply.  

Large and medium providers should also be defined in such a way that 

aligns with industry expectations. 

 
54 See Draft NBL CDR Rules Schedule 3 item 1.5 and item 3.3. 
55 See Draft NBL CDR Rules Schedule 3 clause 6.1. 
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We consider the proposal to phase the implementation of the CDR to the 

NBL sector does not give rise to any high privacy risks and recognises the 

scale of the regulatory change for the NBL sector.  

We make no recommendation in relation to phased implementation of the 

CDR to the NBL sector on that basis.  
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6 Overall Analysis  
6.1 We have made several recommendations in order to mitigate the privacy risks associated with 

the Project.  

6.2 Subject to the Treasury’s consideration of our recommendations and observations in this 

supplementary PIA, we believe that the privacy risks associated with the Project can be 

effectively managed and mitigated against.   

6.3 We otherwise remind the Treasury of the importance of ensuring that as the Project 

advances, further privacy risks may arise. As such we recommend reviewing this 

supplementary PIA to address emerging risks and issues.  

7 Next Steps 
7.1 We would be pleased to discuss our draft recommendations with you and discuss the next 

steps.  

 

 

Chantal Tipene, Partner 

t: +61 2 9260 2542 

e: Chantal.Tipene@sparke.com.au 
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Attachment A  Glossary  
In this supplementary PIA, terms defined in bold have the following meaning: 

2019 Banking PIA November 2019 – Implementing the CDR to give consumers better 

access and control over their data available at Consumer Data Right | 

Treasury.gov.au  

2019 CDR PIA March 2019 – Implementing the CDR to give consumers better access 

and control over their data available at Consumer Data Right | 

Treasury.gov.au  

2020 Energy PIA June 2020 – Supplementary PIA focusing on expanding the CDR to the 

energy sector available at Consumer Data Right | Treasury.gov.au  

ACCC Australia Competition and Consumer Commission 

APPs Australian Privacy Principles  

BNPL  Buy Now, Pay Later 

CCR Comprehensive Credit Regime  

CDR Consumer Data Right as set out in Part IVD of the Competition and 

Consumer Act  

CDR Rules Competition and Consumer (Consumer Data Right) Rules 2020 (Cth) 

including Schedule 3 in respect to the banking sector  

Competition and 

Consumer Act  

Competition and Consumer Act 2010 (Cth) 

Credit Act  National Consumer Credit Protection Act 2009 (Cth) 

Draft NBL CDR Rules Draft Competition and Consumer (Consumer Data Right—Non-Bank 

Lenders) Amendment Rules version dated 22 March 2023. 

DSB Data Standards Body 

FHI Financial hardship information as defined in section 6QA(4) of the 

Privacy Act 

NBL Sector 

Designation 

Consumer Data Right (Non-Bank Lenders) Designation 2022 (Cth)  

NBL sector Design 

Paper 

Consumer data right in non-bank lending CDR rules and data standards 

design paper dated December 2022 accessed at Consumer data right in 

non-bank lending - CDR rules and data standards design paper 

(treasury.gov.au). 

https://treasury.gov.au/policy-topics/economy/consumer-data-right
https://treasury.gov.au/policy-topics/economy/consumer-data-right
https://treasury.gov.au/policy-topics/economy/consumer-data-right
https://treasury.gov.au/policy-topics/economy/consumer-data-right
https://treasury.gov.au/policy-topics/economy/consumer-data-right
https://treasury.gov.au/sites/default/files/2022-12/c2022-341682_0.pdf
https://treasury.gov.au/sites/default/files/2022-12/c2022-341682_0.pdf
https://treasury.gov.au/sites/default/files/2022-12/c2022-341682_0.pdf
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NBL Sector PIA PIA update: examining the privacy impact of designating the non-bank 

lending sector to the CDR dated August 2022 (see Attachment A to the 

NBL Sector Report) 

NBL Sector Report Consumer data right: Non-bank lending sectoral assessment final report 

dated August 2022 available at Consumer Data Right – Sectoral 

Assessment for Non-Bank Lending – Final Report | Treasury.gov.au 

OAIC Office of the Australian Information Commissioner  

PIA Privacy Impact Assessment undertaken in accordance with the OAIC’s 

Guide to undertaking privacy impact assessments  

Privacy Act Privacy Act 1988 (Cth)  

Privacy Safeguards  the privacy safeguards set out in Part IVD of the Competition and 

Consumer Act and the application of those privacy safeguards to the 

CDR in Division 7.2 of Part 7 of the CDR Rules 

 

 

https://treasury.gov.au/publication/p2022-300402
https://treasury.gov.au/publication/p2022-300402

