




























































OFFICIAL: Sensitive 
    

 

THE HON JIM CHALMERS MP 
TREASURER 

 
Parliament House Canberra ACT 2600 Australia  

 
OFFICIAL: Sensitive 

Ref:  MS22-000838  
 
 

The Hon Anthony Albanese MP  
Prime Minister  
Parliament House 
CANBERRA ACT 2600   
 
 
 
Dear Prime Minister 

I write seeking your agreement to announce a reform agenda on the appropriate regulatory settings in the 
crypto asset ecosystem, including public consultation. There is considerable interest from the crypto 
industry, consumers, banks, and regulators in the Government pursuing crypto asset regulatory reforms and it 
is essential that we take the time to understand market developments, the complexities of the crypto sector, 
and the emerging innovations and risks. 

The current crypto asset ecosystem is markedly different today than just two years ago. Prior to 2020, there 
were few reasons to interact with crypto assets except speculation. Since early 2020, the ecosystem has been 
used by a variety of participants for a broad range of functions and purposes. For example, distributed 
computing, document authentication, algorithmic insurance, and micro payments. The ATO estimates that 
more than one million taxpayers have interacted with the ecosystem since 2018.   

However, the crypto asset ecosystem presents unique challenges to the existing regulatory framework. In 
particular, it is difficult to identify the relevant regulatory framework that may, or may not apply to different 
crypto assets and related services. This causes confusion for various stakeholders including consumers, 
industry, and regulators.  

The Select Committee on Australia as a Technology and Financial Centre’s Final Report was released in 
October 2021 and considered the regulation of the crypto sector. The Final Report found that the sector 
lacked regulatory certainty to ensure safeguards for investors while lending credibility and certainty to the 
industry. In response, on 21 March 2022, Treasury released a consultation paper on Crypto asset secondary 
service providers: Licensing and custody requirements seeking views on proposed options for licensing and 
custody frameworks as well as preliminary views on token mapping. Treasury received substantial feedback 
from a range of stakeholders with industry-wide support for clarity on the regulatory settings for crypto 
assets. In particular, key stakeholders flagged the need to prioritise the ‘token mapping’ work, which 
involves reviewing a range of crypto assets to identify how they fit within the existing regulatory framework. 

Accordingly, to commence the reform agenda, I will prioritise the complex ‘token mapping’ work in 2022. 
Token mapping is a foundational piece of work to support Government to identify how crypto assets and 
related services ought to be regulated. It will also importantly aid the development of a licensing framework 
by assisting in demarcating the perimeter between financial product crypto assets (already the subject of 
financial services laws) and non-financial product crypto assets (that may warrant a separate crypto asset 
regulatory framework).  
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Subject to your agreement, I propose to announce the reform agenda, commence stakeholder consultations 
and release a public consultation paper on token mapping in 2022 (as indicated in Treasury’s earlier 
consultation paper on crypto licensing and custody requirements).  

Following this, I propose to progress work on the following areas and will seek your approval, as required, 
throughout the process: 

• a licensing framework for crypto asset service providers;  

• custody obligations for third party custodians of crypto assets; 

• identifying with regulators notable gaps in the regulatory framework where crypto assets or related 
services are used to circumvent protections enshrined in legislation (for example, where crypto assets 
are substituted in place of money or a financial product);  

• a review of innovative organisational structures (such as ‘decentralised autonomous organisations’) 
and how they ought to fit into the broader regulatory framework; and 

• additional consumer safeguards identified as appropriate as part of developing options in the above 
work streams.  

  
I have copied this letter to the Assistant Treasurer and Minister for Financial Services, the Hon Stephen 
Jones MP, for his information.  
 
 
Yours sincerely 
 
 
 
 
 
The Hon Jim Chalmers MP 
 
 
CC: Assistant Treasurer and Minister for Financial Services 
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Subject: Tsy Deep-dive: Crypto [SEC=OFFICIAL]
Location: APH - M1.27

Start: Wed 16/11/2022 10:30 AM
End: Wed 16/11/2022 11:30 AM

Recurrence: (none)

Meeting Status: Accepted

Organizer: Jones, SP (Assistant Treasurer)
Required AttendeesLuu, Nghi; 
Optional Attendees: Robertson, Belinda

Teams link for those attending remotely 
________________________________________________________________________________  

Microsoft Teams meeting  

Join on your computer, mobile app or room device  
Click here to join the meeting  

 

     M    m      m  

 

Learn More | Meeting options  

________________________________________________________________________________  
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Token mapping

• What is token mapping?

• How?
– Intrinsic approach. We are looking at where does the token get its value. 
– What is the underlying? Does this look like something that already exists? 
– Tech neutral

• Reception so far:
– Presented at Intersekt Festival
– Strong agreeance after explaining other possible approaches and their flaws

• Expected sensitivities

• Stakeholders
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Licensing and custody

• Licensing
– Licence requirements for different 

types of crypto asset service 
providers (CASPs)

– Regulatory framework, regulator 
funding and role of AUSTRAC

– Possibilities include
Operational
 Fit and proper person requirements
Capital adequacy
 Industry compensation scheme
 Technological resilience (cyber)
BCP
Market integrity requirements
Obligations to weed out/interrupt 

scams

• Custody
– Minimum standards for holding 

customers crypto assets (private 
key access)

– Possibilities include
Operational
Professional competencies
Capital adequacy
 Technological resilience (cyber)
BCP
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Straightforward regulatory gaps and consumer 
safeguards

• Straightforward reg gaps
– Identify straightforward gaps in 

consultation with regulators where 
the substitution of crypto assets in 
place of another financial asset 
results in existing regulatory 
protections not applying

– Aim is to identify where simple fixes 
could be made

– Possible examples
 Fundraising - assets held in trust
Margin loans
Debentures

• Consumer safe guards
– Identify options to increase 

consumer safeguards outside of 
scam, licensing and custody 
projects

– Possible Example
Advertising
Regulating the use of terms such as 

‘stable’ coin, interest
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Policy questions to answer

• What is the role of Government in regulating the crypto 
ecosystem?

• To what degree do we allow consumers to take risks and face 
the consequences?

• How do we protect consumers while facilitating innovation and 
preventing undue regulatory burden?

• How can we evolve our existing policy and regulatory tools to 
regulate technology that operates without borders?
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Token Classification
Possible Approaches

• Pseudo-archetype
• which ‘pre-determined’ category does the token fit within? 

• Technical 
• how does the token work? 

• Co-ordination 
• who and what is the token incentivising?

• Behavioural 
• what is the token used/useful for?

• Intrinsic Value 
• where does the token get its value? 
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Token Classification
Governance

How would you treat the following tokens? Why? 
• An ordinary share issued as a token by a software development company.

• A token that is recognised for:

• one vote in any poll to upgrade the smart contracts running a DEX
(promised control, manual execution by controller)

• one vote in any poll to upgrade the smart contracts running a DEX
(informal control, manual execution by controller)

• one vote in any poll to upgrade the smart contracts running a DEX
(direct control, automatic execution)

• one vote in any poll to upgrade the smart contracts running an NFT art 
collection (e.g. to change the URI for the linked .jpg image)
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Token Classification
Rights and ‘assets worth a (stable) dollar’

How should the following tokens be treated? Why? 
• A one dollar bearer bond issued as a token. 

• A token representing a legal right for a holder to redeem it for:

• a bearer bond worth one dollar

• one physical dollar

• one dollar worth of ice cream

• A token redeemable for:

• one dollar worth of another token (via DAO-controlled smart contract)

• one dollar worth of another token (via an immutable smart contract)

• a one dollar bearer bond issued as a token







Local stakeholders

• Associations
– Blockchain Australia 
– FinTech Australia
– Australian Bankers Association
– Financial Services Council

• Consumer groups:
– CHOICE
– Consumer Action Law Centre (CALC)

• Government
– ASIC
– AUSTRAC
– ACCC
– CFR+ working group

• Organisations
– Exchanges

 Independent Reserve ($6.3m daily)
 BTC Markets ($6.5m daily)
 Swyftx (broker)

– Big 4 banks
– Payment providers (Visa)
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Initial views from consultation paper

• Consultation paper focussed on 
market licensing, custody and token 
mapping

• Divergent views among many issues
• Most agree that self-regulation is 

not appropriate
• Differing views about creating 

bespoke regime or using the Corps 
Act
– Sophisticated or larger stakeholders 

prefer more rigorous regulation (Corps 
Act).

• Stakeholders noted the complexity 
of introducing new regulation

• Most stakeholders agreed that 
there is a need for custody 
regulation
– Hard to implement detailed standards 

as each custodian operates differently
– Capital requirements, insurance and 

liability for loss needs to be quite 
specific 

– No meaningful support for a domestic 
location requirement.
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Key terms and concepts

• Blockchain
– A digital ledger comprised of 

unchangeable, digitally recorded data 
in packages called blocks. 

– Each block is ‘chained’ to the next 
block using a cryptographic signature. 

– Ethereum is a public blockchain, open 
to the world; its digital ledger is 
distributed, or synced, between many 
nodes; these nodes arrive at 
consensus regarding whether a 
transaction is valid before encrypting a 
number of transactions into a block

• Crypto assets
– A useful blanket term that covers on-

chain assets: cryptocurrencies, NFTs, 
and other, still emerging, products.

• Web3 / Web 3.0
– Web3, or Web 3.0, are terms used 

synonymously with “the decentralized 
web” and are often used to refer, 
broadly, to the blockchain and 
decentralized technology ecosystems 
as a whole.
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Key terms and concepts

• Decentralised Autonomous 
Organisation (DAO)
– A Digital Decentralized Autonomous 

Organization (DAO, pronounced like 
the Chinese concept) is a powerful and 
very flexible organizational structure 
built on a blockchain.

• TradFi
– Traditional Finance, is our 

mainstream financial system and 
institutions operate. Includes 
banks, hedge funds, brokers, etc.

• Decentralised Finance (DeFi)
– An umbrella term for financial services 

on public blockchains, primarily 
Ethereum. 

– Can do most of the things that banks 
support — earn interest, borrow, lend, 
buy insurance, trade derivatives, trade 
asset. 

– Faster and doesn’t require paperwork 
or a third party. 

– As with crypto generally, DeFi is global, 
peer-to-peer, pseudonymous, and 
open to all.
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From:
To:
Cc: Luu, Nghi; MG FSD Crypto Policy Unit; Zaheed, Mohita; Jeremenko, Robert
Subject: List of respondents to CASSPr consultation paper [SEC=OFFICIAL:Sensitive]
Date: Wednesday, 17 August 2022 9:47:53 AM
Attachments: 220817 List of Crypto Consult Summissions.pdf
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Hi 
Please find attached, as requested, a list of respondents to the CASSPr consultation paper. We
have also flagged whether the submission was confidential or not for your information.
My thanks to  for pulling this up so quickly!
Kind regards,

treasury.gov.au
Langton Crescent, Parkes ACT 2600
Twitter | LinkedIn | Facebook
The Treasury acknowledges the traditional owners of country throughout Australia, and their continuing
connection to land, water and community. We pay our respects to them and their cultures and to elders both
past and present.
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