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3 June 2022 
 
 
Director – Crypto Policy Unit  
Financial System Division  
The Treasury 
Langton Crescent  
PARKES ACT 2600 
 
By email: crypto@treasury.gov.au  
 
Dear Director   

Response to Crypto Asset Secondary Service Providers (CASSPrs) Consultation 
Paper.  

1. The Law Council of Australia’s Business Law Section (BLS) appreciates the 
opportunity to comment on the proposed licensing and custody reforms outlined in 
the 21 March 2022 Treasury Consultation Paper 'Crypto asset secondary service 
providers: Licensing and custody requirements' (Consultation Paper).  This 
submission has been prepared by members of the BLS’s Financial Services, 
Corporations and Digital Commerce Committees (the Committees). 

2. There are five key matters that the Committees wish to bring to the attention of 
Treasury:  

(a) First, as the starting point for regulatory intervention, one must identify the 
harms that the intervention is seeking to minimise and to consider these harms 
through a lens of broad policy reform across relevant legislative frameworks; 
not in isolation.   

In the case of crypto assets, the risk of harm arises from the activities carried 
out in respect of the tokens, rather than solely from the characteristics of the 
tokens.  Turning then to the proposed regulation of crypto assets, the relevant 
harms should be identified through the token-mapping exercise as noted in the 
Senate Committee 'Australia as a Financial and Technology Centre’ Final 
Report and 'Transforming Australia's Payments System' Report of October and 
December 2021, respectively.  

The Committees acknowledge that a completion date of late 2022 has been 
proposed by Treasury for the token mapping exercise.  Completing that exercise 
should be a prerequisite to any further regulation in this area as completion of 
the token mapping exercise, and corresponding mapping of digital activities 
relating to tokens, will meaningfully inform the way that CASSPrs should be 
regulated.   

Furthermore, there is potential overlap between the scope of the Consultation 
Paper and the Australian Law Reform Commission (ALRC) inquiry into reform 
of corporations and financial services legislation in Australia.  

The ALRC terms of reference include consideration of whether the Corporations 
Act 2001 (Cth) (Corporations Act) and the Corporations Regulations 2001 
(Cth) (Corporations Regulations) could be simplified and rationalised, with a 
Final Report due in November 2023:  
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The ALRC’s task is not simply to ‘tidy up’ the legislative framework in service 
of theoretical objectives. At the core of this Inquiry is the importance of 
ensuring the law is fit for purpose for industry, recognising the dynamic 
nature of the financial services sector and its significant contribution to the 
Australian economy. Further, the regulatory framework must meet the needs 
of consumers of financial products and services in understanding and 
navigating the law to protect their legal entitlements. Finally, legislative 
simplification could reduce the amount of time and money that public 
institutions necessarily spend on administration, enforcement, and dispute 
resolution under the law.1 

Cyrpto assets will play a significant role in Australia’s future financial system 
and broader economy. Australia should capitalise on this opportunity for law 
reform to harmonise and simplify our legal framework to promote Australia as a 
leader in the digital economy. 

While it would not be realistic to delay development of the regulatory framework 
for crypto assets until the conclusion of the ALRC inquiry, the Committees 
recommend that observations made by the ALRC to date be taken on board in 
the law design process for regulating crypto assets with a view to avoiding 
unnecessary complexity and/or potential future duplication and overlap.  

(b) Secondly, to support the identification of appropriate alternatives, the regulation 
of crypto assets should be primarily concerned with the available uses of 
particular crypto assets as opposed to their form.  The Committees note that 
several of the questions in the Consultation Paper request responses pertaining 
to the form of asset, such as an exclusion from certain regulation for non-
fungible tokens.   

The Committees submit that Treasury should adopt a use-case focused, risk 
based regulatory approach, which would more directly address the harms that 
are the focus of regulation, and would satisfy the objective of technological 
neutrality.   

While the risks and harms in each use case are different, the Committees are 
concerned that regulation concerned with the form of a specific crypto asset 
may lead to regulations being imposed on CASSPrs which may not be 
appropriate for the kind of business which they operate.  The Committees also 
believe that adopting a use-case centric approach would further the regulatory 
objective of technological neutrality and a risk-focus.   

 

 

By way of example, the approach to regulation should be different depending 
upon whether  a CASSPr is operating: 

• a centralised crypto asset exchange;  

 
1 Financial Services Legislation: Interim Report A (Report 137, 2021), tabled in Parliament by the Attorney-
General of Australia, the Senator the Hon Michaelia Cash on 30 November 2021 <https://www.alrc.gov.au/wp-
content/uploads/2021/11/ALRC-FSL-A-Summary-Report.pdf> 
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• a decentralised crypto asset exchange (further, it should be clarified that 
a truly decentralised exchange is not a “secondary” service provider and 
is therefore outside the ambit of regulation as a CASSPr for the reasons 
set out on page 13 of the Consultation Paper); or 

• a wallet service, either in conjunction with an exchange or directly for 
customers. 

The Committees submit that Treasury should consider whether a disclosure 
regime would be suited to address the serious disconnect between customer 
expectations and the services offered by CASSPrs.  For example, utilising a 
centralised exchange or a wallet service where a customer is only entitled to the 
repayment of an equivalent item renders the customer an unsecured creditor of 
the CASSPr.  The Committees anticipate that many customers of those services 
could be under the mistaken belief that they are the beneficial owner of the 
deposited crypto asset, or at least may be unable to differentiate between 
services that appear similar in their operation (from the customer’s perspective).  
For example, the disclosure regime could require centralised exchanges to 
disclose: (a) whether or not they earmark/allocate particular private keys for 
crypto assets held on account of a particular customer; and (b) whether or not 
they hold particular crypto assets on trust for particular customers.   

In general, customers of a CASSPr operating a “centralised” crypto asset 
exchange do not own an underlying asset they have deposited with, or bought 
through, the exchange.  This structure is similar (but not identical) to a bank, 
where a customer’s cash is the property of the bank and the customer has a 
right as an unsecured creditor to have an equivalent amount of cash transferred 
to the customer on demand.  The centralised exchange model also allows the 
efficiency of trading by customers akin to an investor directed portfolio service 
(as different customers’ trades can be netted off against each other), although 
the assets may not be held in trust for the customers.  By contrast, where 
customers trade digital assets using a CASSPr operating a “decentralised” 
crypto asset exchange, they are stored outside the exchange in external wallets 
managed and controlled by the customer or another CASSPr, and trading by 
the customer does not have the benefit of the exchange being able to match 
trades within a centralised asset pool. 

The Committees’ view is that Treasury should consider if it would be appropriate 
to mandate certain disclosures and risk management functions, given the 
customers would bear significant counterparty risk: 

• in the case of centralised exchanges, as noted above, it would be 
appropriate to require the CASSPr to clearly disclose to customers 
whether or not the assets are held on trust for the customers, so that 
customers understand their rights to specific assets in the event of the 
CASSPr's insolvency; and   

• the CASSPr should disclose what it does with those underlying assets 
and the degree to which the CASSPr is hedged against its obligations 
to transfer assets to customers, in order for the customers to understand 
the prudential risk of investing through a centralised exchange.  For 
example, customers should be made aware of the extent to which the 
assets may be lent to other customers, used in margin financing or even 
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used for the benefit of the exchange as opposed to customers of the 
exchange. 

The treatment and storage of crypto assets is also critical to the regulation of 
stablecoins.  The Committees understand that this is also under review by 
Australian regulators, including as part of the Council of Financial Regulators 
Stablecoin Working Group.  While it is its own distinct topic, there are important 
adjacencies from a consumer protection and broader systemic standpoint. 

(c) Thirdly, it is critical that any regulation clearly identify the appropriate 
jurisdictional nexus that must exist before a foreign CASSPr is subject to the 
proposed regulation.  While this has not been an identified priority of the 
Consultation Paper, the Committees consider that having a clear jurisdictional 
test is essential for achieving certainty for businesses and in achieving adequate 
consumer protection.   

The jurisdictional tests in the Corporations Act concerned with variations of 
'carrying on a business in Australia' are not necessarily sufficient for CASSPrs 
given the already difficult application in the context of “carrying on a financial 
services business in Australia” by offshore providers of traditional financial 
services.   The geographical links under the AML/CTF Act for digital currency 
exchanges are also manifestly inadequate – for example, many large global 
crypto asset exchanges have no “permanent establishment” in Australia, which 
means the services they provide to customers in Australia are not regulated in 
Australia.  Identifying the jurisdictional nexus becomes increasingly difficult, but 
no less important where there are questions around the degree of centralisation 
of the CASSPr.   

The Committees submit that one alternative approach may be for the Australian 
regime to regulate entities that publish advertisements in Australian media or 
direct advertisements to Australian audiences, similar to the jurisdictional 
approach at s 61CA of the Interactive Gambling Act 2001 (Cth) and relevant 
exceptions such as those in s 61EA of that Act.   Of course, some platforms do 
not advertise at all, simply relying on word of mouth or prominence in global 
media.  Other jurisdictions such as the United Kingdom and Singapore provide 
comparative reference as to advertising standards and (especially in the case 
of Singapore) jurisdictional nexus triggers. Certain Hong Kong regulatory 
regimes also carry strong guidance on concepts such as when “active 
marketing” occurs under the securities and futures regime. 

Noting that there is substantial demand by Australia-based customers to access 
foreign CASSPrs, many of which will not choose to become licensed in 
Australia, the Committees’ view is that Treasury should determine: 

• whether the proposed licensing regime will prohibit unlicensed CASSPrs 
providing services to customers in Australia or promoting their services into 
Australia; 

• whether a licensee will need to be an Australian company; and 

• whether Australian based customers will have the ability to choose between 
using licensed or unlicensed CASSPrs, including unlicensed foreign 
CASSPrs. 
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If the first option is adopted, this raises a further question as to whether the 
Australian government should take steps to prevent foreign CASSPrs providing 
their services to customers in Australia similar to the measures taken in relation 
to interactive gambling to prevent foreign gambling sites accessing Australian 
based customers. 

The Committees also believe that refinement of the financial services regime for 
the crypto industry would be beneficial for the financial services industry, given 
its increasingly digital nature. 

(d) Fourthly, the Consultation Paper focuses on a proposal to regulate centralised 
secondary service providers. It is important for Treasury to adequately consider 
where the line between centralised and decentralised service providers will be 
drawn and the regulatory consequences. Importantly, Treasury’s policy 
objective of ensuring any market for crypto assets is operated in a fair, 
transparent and orderly manner will necessarily require a broader assessment 
of the crypto ecosystem including the role of Decentralised Autonomous 
Organisations  (DAOs).  DAOs will increasingly play a significant role in the 
issuing of tokens and by the nature of these arrangements (e.g. that they may 
not be subject to control by an identifiable entity), regulation of CASSPrs dealing 
in these tokens may need to be considered differently.  

(e) Finally, the Committees strongly recommend that an efficient regulatory 
architecture be adopted for crypto assets and related digital activities that 
warrant regulation, bearing in mind the significant risk of overlap and 
inconsistency.  The Committees submit that an expansion of the Chapter 7 
Corporations Act regime, for crypto asset related activities that are assessed to 
require oversight and regulatory standards consistent with the existing 
objectives of Chapter 7, would be preferable to a distinct regime in supporting 
the development, retention and attraction of innovation in the Australian market 
provided necessary flexibility, nuanced standards and resolution of 
inconsistencies can be achieved.   

3. What follows is a list of responses to some of the specific questions posed in the 
Consultation Paper.  The Committees do not propose to respond to every question in 
the Consultation Paper and those questions are marked accordingly.   

4. Please contact the Chair of the Financial Services Committee Pip Bell 
(pbell@pmclegal-australia.com) and the Chair of the Digital Commerce Committee 
Susannah Wilkinson (Susannah.Wilkinson@hsf.com) if you wish to discuss any 
aspect of this submission.  

Yours faithfully   

 

Philip Argy  
Chairman 
Business Law Section 
































