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Holding parties accountable with comparable consequences for engaging in the practice of 
setting unfair contract terms will assist in creating a fairer market for consumers. However, 
for this to be effective, the onus cannot remain on consumers alone to identify and report 
unfair contract terms. Effective and regular surveillance and enforcement by regulators is 
needed to steer the market away from the practice of incorporating unfair contract terms in 
the first place. This becomes especially critical for terms and conditions for digital products 
and services where practices such as “click-wrap” agreements nudge people to automatically 
accept digital contracts for service access without reviewing or considering the terms within 
the contract.1 We continue to see more frictionless processes that are geared towards 
acceptance, causing contractual arrangements to be automatic and ubiquitous.2 

Our 2020 Consumer and Data Survey confirmed that terms and conditions continue to be 
ineffective in engaging Australians, as 94% of consumers are not reading such information 
all the time and 33% of consumers never read these documents. Of the 67% who had read 
terms and conditions at some point in the 12-month period, 69% reported accepting terms 
even though they were not comfortable with them, with the majority (75%) accepting them as 
it was the only way to access the product or service.3  

Our research in the ‘Day in a Life of Data’ report noted an example of a case study analysing 
the terms and conditions of the Nest ecosystem where a purchase of a particular thermostat 
would require the review of nearly a thousand contracts. Customers refusing to agree to 
Nest’s terms of service were warned that the operations and security of the thermostat would 
be deeply compromised.4 Qualitative research conducted by CPRC between June and 
August 2021 also found that consumers are “…continuously having to blindly accept terms 
and conditions and make purchase decisions without full understanding” and how this 
practice “…generates consternation – a deep frustration at always feeling slightly under-
informed and feeling that this is ‘on them’”.5 

Proactive surveillance and regular enforcement of the unfair contract terms law where 
consequences lead to comparable pecuniary penalties will assist in detracting businesses 
engaging in such rogue practices that compromise consumer choice and wellbeing. 

Urgent reforms to complement unfair contract terms  

For the proposed changes to unfair contract terms law to be effective, it is imperative that 
urgent progress be made on unfair trading prohibitions and reforming the outdated Privacy 
Act to strengthen the consumer protections in an online setting.  
 
Our Consumers and COVID-19 survey data found that consumers continue to experience 
problems when shopping online, noting a range of issues, including unclear or unfair terms 
and conditions.6 This is no surprise as our research into privacy policies and general terms 
and conditions revealed that majority of policies would take over 10 minutes to read with a 
minimum Grade 10 education level7,  A more recent study by an online marketing firm in the 
United Kingdom revealed that user agreements of some of the major digital companies 
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worldwide would need up to 90 minutes each to read.8 Dr Katharine Kemp, from the 
University of New South Wales has specifically raised the unacceptability of placing the onus 
on consumers to dedicate the extensive number of hours per year to read such policies. 
Kemp states, “Under our current law, if you don’t have time to read the thousands of words in 
the policy, your consent can be implied by your continued use of the website which provides 
a link to that policy”.9 This becomes even more poignant when just under half (44 per cent) of 
all Australians are deemed to have low literacy levels (i.e. below what is considered  
enough to get by in everyday life).10 These elements combined place consumers in 
extremely unsafe and unfair scenarios where they are expected to navigate on their own. In 
a digital environment, often these lengthy contract terms include a range of data collection 
and sharing arrangements with third parties, so once such a contract term may be identified 
as unfair, it becomes difficult to ascertain the extent of the damage to the consumer.  
 
In addition, the unfair contract terms law does not capture practices where a contract is 
absent between parties. Our ‘Unfair Trading Practices in Digital Markets’ report states that 
this practice, “…often occurs in the digital environment where third parties can knowingly 
deal with consumer’s personal data without any awareness on the part of the consumer, let 
alone a contractual relationship with the consumer.” These opaque practices further shift the 
power imbalance creating a market that is far from being safe, fair or inclusive for 
consumers. 
 
Australians have been early adopters of engaging in a digital environment, with COVID-19 
only fast-tracking Australia’s engagement online: 

• Our research in 2019 found that 97.3% of Australians had already engaged in some 
form of online shopping.11 

• Our 2020 consumer data survey revealed that the frequency of engagement in online 
shopping is also steadily increasing with 61% of respondents visiting online shopping 
websites on a monthly basis.12 

• The trend towards online shopping was further echoed in our Consumers and 
COVID-19 survey data which indicated that by September 2020, 28% of consumers 
were spending more time online shopping for personal items in comparison to a pre-
COVID month.13 

 
To complement the proposed unfair contract terms law, urgent reforms are needed to protect 
consumers from data extraction and manipulation in an online setting, including: 

• introducing an unfair trading prohibition 
• reforming the Privacy Act to give consumers more control and agency over their  
• data, including: 

o introduction of a direct right of action 
o requirement to gain consumer consent for data collection 
o procedures and processes that safeguard personal and sensitive information 
o implementing pro consumer defaults 
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